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Executive summary

Cybersecurity is a fundamental domain for Bosnia and Idekdea (BiH) as it impacts the
FRXQWU\T ety itsRe@aDdadnic growth and its international commaiits and goals.
Despite the importance of cyberspace for the country, IBdks a comprehensive approach to
cybersecurity, having instead a jeopardised approach which hinslengbersecurity efforts. The
F R X Q \8yber§ecurity capabilities are underdeveloped, exposing yoeettal bodies, private
companies and citizens to potential cyber threats and risks

Limited cybersecurity capabilities can undermife Ls &fforts to access the EU and NATO as

these international organisations require states to teape@dopt specific cybersecurity standards

and legislation. Hence, BiH needs to improve its cyberdgc architecture to achieve its
international goals. In addition, the country must enbaits cybersecurity to accomplish
international obligatonsGHULYLQJ IURP WKH FRXQWU\TV PEPE¥BIWVRQY B
its ratification of the Budapest Convention.

Although the country presents embryonic cybersecurity capesjliBiH public institutions are
improving their cybersecurity awareness by providing public emplyath workshops, seminars,
and training courses on cybersecurity. As of this, internat and domestic cooperation represents
a pivotal opportunity for BiH to build and enhance its cybapabilities intergovernmental
organisations, research centres and partner countipsoaiding BiH public institutions with funds
and training opportunities in the field of cybersecurity.

Keywords: Bosnia and Herzegovina; cybersecurity; cybercrime; cyber awareness; Europe
Union; NATO



Introduction

Due to its decentralised approach to cybersecurity basedutiiple and different institutions and
laws addressing cyber-related issues, Bosnia and Herzeg®ithpnig§ greatly exposed to cyber-
threats and risks.From cyber-attacks to cybercrime, BiH is increasinglyiniemenaces and
dangers originating from the cyber domaithus necessitating to take actions and measures to
further build and strengthen its cybersecurity capabiliied architecture. This call to action has
been made by numerous intergovernmental organisations Beiti®f such as the Organisation for
Security and Co-operation in Europe (OSCE) which has empgladise importance of
cybersecurity and the necessity to develop confidence-buildegsures (CBMs) to reduce the
risks of conflict®

Although BiH has adoped fundamental domestic and international legislatitsjnstitutions still

lack a comprehensive and effective approach to cybersecfirwell-designed wholef-society

and wholeef-government approach to the cyber domain would provide BiH tancitizens with

great benefits and advantages in diverse sectors ddtgocanging from the economy to law
enforcement, Q DGGLWLRQ VWUHQJWKHQLQJ %W+KH/ AR KK WWH X UL
the European Union (EU) and the North Atlantic Treaty OrgaaisgNATO), two long-standing

strategic objectives BiH aims to pursiiedeed, access to the EU and NATO requires the adoption

of specific laws and policies as well as the harmowisabf domestic legislation with common
standards and guidelines concerning cybersecurity.

This paper aims to analyse the importance of cybersedarigiH H[SORUH %L+YV DSSUF
cyber domain and provide policy recommendations to strengthdé. + §V F\EHUVHFXULW\ F
Particular attention has been dedicated to exploriray gwactices and standards which can help

BiH implement effective cybersecurity policidl3QG VXSSRUW WKH FRXQWU\TV LQ
BiH can and need to enhance its cyber capabilities to medattéational commitments and
achieve its political objectives. As of this, internasibrcooperation with key partners and
stakeholders can provide BiH with opportunities to build its csdomirity architecture.

This paper will first illustrate the methodology adopte, limitations of the study and the aims
and overall purpose of the research. Subsequently, ipwallide the main findings which result
from the analysis of primary and secondary data. Finddéyanalysis will be centred on the policy
recommendations the author of this research aims to prBuiti@olicymakers with. After briefly
enumerating the policy recommendations, the paper witbtlghly explore each of them to offer
an in-depth and pragmatic analysis, also explaining how patity recommendation can be
enacted. The study will conclude by offering some furthesickerations on BiH cybersecurity and
outlining key points for future research.

'!6DELQD %DUDNRYLU DQG -DVPLQD REOBRR YIRU +6R/Q ¥ WLLR B V4D Y7HK B U6 W D W
%RVQLD DQG +Hibfjimhatol L & DSécurity: An International Journal32 (2015): 13154,
https://doi.orgl0.11610/isij.3205
2 Ibid.
% Organisation for Security and CBRSSHUDWLRQ LQ (XURSH 3HUPDQ HBuUMiINg RI¥aQuFds@® 32V FH
Reduce the Risks of Conflict Stemming from the Use obrmftion and Communicatory HFKQRORJLHV'
https://www.osce.org/files/f/[documents/d/a/227281.pdf
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This research shows that cybersecurity is a pivotategfic domain for BiH as it impacts multiple
sectors of society. However, data testify that BiH pres@nderdeveloped cyber capabilities and
that the country needs to increase its efforts ircyfber domain in order to ensure national security,
achieve the international standards needed to acce&dUtted NATO and respect international
obligations. Despite these major gaps, BiH is enhancingcytsersecurity capabilities; key
legislation has been adopted and BiH public institutionsparécipating in training programmes
funded and provided by BiH state and non-state partners. Qvetdl+ SXEOLF LQVWLWXYV
awareness is increasing, and cyber capabilities are beingtsigaed at both the state and sub-state
levels. Nonetheless, policymakers need to take furthgas ste strengthen BiH cybersecurity
architecture by developing a comprehensive approach to cyberspexducing a state level
cybersecurity strategy and, potentially, establishing a signcy for cybersecurity.



Methodology, limitations and aims of the study

This research adopts a mixed approach, using both qualitativguantitative methods. The study
resuls from a two-stage methodological process:

[1] Desk research and analysi&lthough there is little research on Bffv F\E H U $¢hteX U LW \
key secondary sources on cybersecurity issues are agaiabine. Especially, the
documents released by the governmerief as well as by international organisations BiH
is part of have been pivotal elements to inform thdyaisa Furthermore, the analysis relied
upon the small but prominel FDGHPLF UHVHDUFK R @nd/cibefsecurtyE HU V't
in the Western Balkans.

[2] Questionnaire A questionnaire (see annejy éoncerning cybersecurity has been developed
and provided to BiH security institutions. The main purpose efdhestionnaire was to
DVVHVV %L+ LQVWLWXW LR @ndTtapatiities, dduskdJon\Wopicd ZubHad Q H \
cybercrime, international standards, and domestic &g@isl A glossary (see annex B)
UHSRUWLQJ GHILQLWLRQV RI WHBEBWMHVRKBKPMHV ZH\¥ HDUB\EHHRX
guestionnaire; those definitions are the ones usehlis report as welll9 institutions (see
annex @ have participated in the research and answered the questeonA dataset was
generatedo better code the answers and facilitate the analysis.

The main limitations of this study derive from the methodgladopted. Because few academic
VWXGLHV LQ (QJOLVK DG G U Have/he@npradusell Mhd-déskd tgdéat¢hXhbksLbaen
mainly centred on the collection and analysis of secgrgtaurces from BiH public institutions and
international organisations. However, some internakes such as the cybersecurity strategy of
the Ministry of Defence (MoD) are not publicly availableldrave not been translated into English

In addition, the author does not speak Bosnian. Hencesate@academic papers and media outlets
in Bosnian was constrained.

To mitigate these limitations, the author opted foredf@ying a questionnaire assessing the
cybersecurity awareness of BiH public institutions, asking glgestions concerning the existence

of internal documents. Moreover, the researcher &g [supported in the translation of core
documents such as the 20%frategy for Establishment of CERT (Computer Emergency Response
Team) in Bosnia and Herzegovitgy colleagues at CSS. Nonetheless, some institutichsati
answer the questionnaire. Particularly, the HerzegovinatdeiCanton Ministry of Interior (Mol)

did not participate in the research due to the stated laglersbnnel and knowledge concerning
cybersecurity. The Federal Ministry of Interior commuatéx that its answers are the ones provided
by the Federal Police Administration, thus not actiyelgviding information about the Federal
Mol.

This study is intended for policymakeecademics, and citizens interested in the state arthef
cybersecurity in BiH. Particularly, this paper is desigtetielp BiH policymakers develop a clear
assessment of the cyber capabilities of the country targlib-state levels, identify key gaps that

need to be filled and adopt policies aimed at building aregserity framework and architecture in
accordance with international standards and good practitereover, this research has societal and
UHVHDUFK LPSOLFDWLRQV 6SHMHDOVHDWRNM SWKEHDIBWIXSGDHAD PN Q
issues related to cybersecurity and help develop a malierteand informed society.
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In addition, it aims to fulfil the research gap concernaypersecurity in BiH by providing
academics with a thorough analysis of the state of th@facybersecurity in the country and
advancing academic knowledge on the matter.

The importance of cybersecurity for Bosnia and Herzegovina

Cybersecurity has become a critical domain in internaticelations, and, especially, in the field of
international security.International and domestic economy, democratic peasesnilitary and law
enforcement are just some of the areas that have Hesenly impacted by the development of
technologies and cyber capabilite BiH the importance of cybersecurity stems from thregnm
needs: 1) ensuring the cybersecurity of critical infrastines (CIs), private companies and citizens
2) boosting economic growtand 3) accomplishing international commitments and stdsda

Cybersecurity encompasses a wide range of factors amekisghich interest different sectors of
society in BiH BiH public sector has highlighted the necessity to implegra€equate cybersecurity
standards to ensure national security. Indeed, the 3@Hfegy of Bosnia and Herzegovina for
Preventing and Combating Terrorism 2015-202@phasises the importanoéthe protection of
cyber CIs® Ensuring the cybersecurity of critical assets has beanfnrutmost importance for BiH
due to the recent cyber-attacks affecting Western Batkantries (e.g., North Macedonia, Serbia
and Croatij” Moreover, public authorities have recently been comzkmith investigating cyber-
attacks against media portals, namélX U @rdBuka® Nonetheless, governmental bodies are not
the sole actors concerned with cybersecurity issues. dndbe industrial sector is particularly
sensitive to cyber thrémand risks Private companies in BiH are aware of the potential detriai
aspects of digitalisation due to the negative impacteeoént phishing scams and ransomware
campaigns on their busine$Einally, the cyber safety and rights of citizens needet@nsured. As
of this, theCivil Society & Think Tank forumtan essential padf the Berlin Proces8 +has been
calling on Western Balkan countries to engage in theatigation of public institutions and the
protection of privacy and sensitive data.

* _.RKDQ (ULNVVRQ DQG *LDPSLHURLRLD BSRIFIROAR L RAK H6 HFPRWIPMDWVE: DQG ,Q

,5 BHOHYDQW IdtkrkbRddal" ‘Political Science Review27, no. 3 (July 2006). 224,
?ttps://doi.orqlo.l177/0192512106064462azli ChoucriCyberpolitics in International Relatior(dit Press, 2012).

Ibid.
® %RVQLD DQG +HU]JHJRYLQD &RXQFL@ RO DIQGL VWBIUHI R¥EMPUDD MR J 8 RH Y/HROW
Terrorism 2015- %RVQLD DQG +HU]JHJRYLQD &RXQFLO RI
http://msb.gov.ba/PDF/STRATEGIJA ZA BORBU_PROTIV_TERORIZMAG pdf.
"OLOLFD 6WRMDQRMWWD¥FNVWOD *RREHIDI 7KUHDW W R DSGNSIUGH SO U IHIK W D O
2021, https://balkaninsight.com/2021/03/10/cyber-attacks-a-growineatto-unprepared-balkan-states/ Matteo
ODVWUDFFL 3:DYH RI &\EHU &ULMKHMWIRGHWLRKQ@O &ODWOHN , Q¥ LIKW )
https://balkaninsight.com/2022/02/18/wave-of-cyber-crimes-palitlashes-buffets-regian/
8 Organisation for Security and CBSSHUDWLRQ LQ (XU R-Btthck® nit@nliné &Melibl Bndanger Media
JUHHGRP LQ %L+ =~ ZZZhtR¥/MkwRoEcd.org/missicim-bosnia-and-herzegovina/479621
° (YD 1DJ\IHMHR DQG 6DUDK 3XHOOR 4GNRGWRNLHEZ\ER+RINGAX IDBIBN & B3 HE
Electronic Journal 2019, 187, https://doi.ord/0.2139/ssrn.3658404
19 The Berlin Process is a platform for cooperation betwepresentatives of the Western Balkan Six (WB6), which
includes Bosnia and Herzegovina, and the Berlin Processdwstries. It involves European Union institutions a w
as international financial institutions. For more imfation, seehttps://www.berlinprocess.de/
1 &LYLO B6RFLHW\ 7TKLQN 7DQN )RUXPV "33ROhttps:/wWhtds. RURIBAS/EIrGIP WL R Q
Recommendations-CSF2021.pdf
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In 202Q Internet users constituted 73.21% of the total population k;'Bitheir rights and
cybersecurity need to be ensured. Particularly, intiemmatorganisations have warned against the
threat of individual§lexposure to terrorist and extremist online propagahdéais is not a minor

detail as recent studies have revealed the online actofis®alafi influencers inthe Bt fV RQOLQH
spherée"*

Furthermore the cyberspace can provide BiH with opportunities for econogrmwth!
Information and communication technologies (ICTs) caasb economic growth, but, at the same
time, are targets of cyber criminals, thus constituting terg@l economic risk public and private
entities must considéf. This reality applisto BiH JV F \faeeldy/well. International organisations
cooperating with the government of BiH retain digitadmamy as a fundamental factor to boost the
FRXQWU\TV HF R EpRiRstahcd, Qifcg AOR0 the United Nations Developnmegr&dmme

81'3 fV 5DSLG )LQDQF L @pdated $360,188/for tBagitalBIZ project which aims
WR VWHHU %L+fV FRPSDQLHYV .\WRaiDitibG theWkiteld Statdd Aeney fotF R Q F
International Development (USAIDKDV GHYHORSHG D SODQ ZKLFK DLPV W
sector in the fields of ICTD QG F\EHUVHFXULW\ FRQVLGH®WHGITWR FFRQBP®
growth® Finally, the Communication Regulatory Agency (CRABIH has drawn attention to the
potential economic benefits deriving from the access tadtrand-°

Nonetheless, economic advantages deriving from cyberspatebe hindered and potentially
outweighed by malicious activities targeting ICTs. Table land 3 illustrate the number of
criminal cyberattacks recorded in the period 2019-2021 by policeiegeat the state and sub-state
levels. The tables also show the main trends in cylmeecdentified by law enforcement; economic
and financial crimes such as fraud, scaphéshing, and ransomware are the most mentioned trends
At the state level, the Directorate for CoordinatidrPolice Bodies of BiH recorded the highest
number of cybercriminal cases, amounting to a total of 55théoperiod 2019-2021.

2 "RUOG %DQN 3 QGLYLGXDOV 8VLQJ WK-H%RWOHIDQ DWW G +RU]ARSXIOPM
data.worldbank.org, accessed February 28, 2@®2s://data.worldbank.org/indicator/IT.NET.USER.ZS?tanes=BA.
13 Organisation for Security and CBRSSHUDWLRQ LQ (XURSH 26&( 37KHEUHRHD \RLQ@&L DG
Countering Violent Extremism and Radicalization That LeadTérrorism: A Focus on SouttbVWHUQ (XURSFH
(Organization for Security and Co-operation in Europe (OSCI18), https://polis.osce.org/role-civil-society-
preventing-and-countering-violent-extremism-and-radieilbon-lead-terrorism
¥$V\D OHWRGLHYD 37KH 5DGLFDO 0V ORIH% RV@RG BQ G R ESM@iasOnAoAfQRAIY -~
Terrorism January 18, 2021,21, https://doi.ord/0.1080/1057610x.2020.1868097
"6DELQD %DUDNRYLU DQG -DVPLQD REOBRRYRU +6RQ.Xi W | RoérsefDrigHars 6 W D W
%RVQLD DQG +Hibfpihatiol L & DSécurity:  An International Journal32 (2015): 13154,
https://doi.orgl0.11610/isij.3205
% RDQD 9DVLX DQG /XFLDQ 9DVLX 3&\EXVWBERDEWH O ¥ RO P(IVFV H i@ YWH DR
European Journal of Sustainable Developmen?, no. 4 (October 1, 2018): 1#8,
https://doi.orgl0.14207/ejsd.2018.v7n4pl71
" United Nations Development Programme (UNDP) in Boan@+HU]HJRYLQD 3'LJLWDO 7UDQVIRUPI
'LILWDO%,= _ 81'3 LQ %RVQLD DQG QA\HUHMHROWRIPMHQWQIWRIEG DIMPRMHL R81'3 |
Herzegovina, 2020, https://www.ba.undp.org/content/bosnia_and_herzegovinafee/ldevelopment-
impact/DigitalBiz.html 8QLWHG 1DWLRQV 'HYHORSPHQW 3UBQUWDRWPHDVWWIRY L2QL Xh)
Undp.org, 2022https://open.undp.org/projects/00126505
87KH 8QLWHG 6WDWHV $JHQF\ IRU ,QW HUWFRDMWILRQD®@G' H U QHRBPYH MW  &EBX €
Cooperation Strategy (CDCS), December 2020HFHPEHU " 7K lthteB QAgahdyl @r nternational
Development (USAID), 2020),
https://www.usaid.gov/sites/default/files/documents/BiH_CDCS_extebea 2025.pdf
19 CommunicatidQV 5HIJXODWRU\ $JHQF\ RI %RVQLD DQGSRHWHRRWKID &RB& XGB
5HIXODWRU\ $JHQF\ IRU " &RPPXQLFDWYRQQONY BRAEXGHWRURBUED F\& R
https://docs.rak.ba//documents/f8910d22-e538-4b11-9b21-4f7cfd0e0b88.pdf
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https://polis.osce.org/role-civil-society-preventing-and-countering-violent-extremism-and-radicalization-lead-terrorism
10.1080/1057610x.2020.1868097
10.11610/isij.3205
10.14207/ejsd.2018.v7n4p171
https://www.ba.undp.org/content/bosnia_and_herzegovina/en/home/development-impact/DigitalBiz.html
https://www.ba.undp.org/content/bosnia_and_herzegovina/en/home/development-impact/DigitalBiz.html
https://open.undp.org/projects/00126505
https://www.usaid.gov/sites/default/files/documents/BiH_CDCS_external_Dec_2025.pdf
https://docs.rak.ba/documents/f8910d22-e538-4b11-9b21-4f7cfd0e0b88.pdf

At the sub-state level, the higstenumber of criminal cyberattacks was registered by the &kder
Police Administration and the Ministry of Internal Affaof RS, which respectively reported a total
of 354 and 452 cyberattacks in the period 2019-2021. Among ther@antiiin the Federation of
Bosnia and Herzegovina (FBiH), the Central Bosnia Cardenjca-Doboj Canton and the Tuzla
Canton experienced the high@umber of criminal cyberattacks, reporting respectivetgtal of
80, 162 and 174 cases in the period 2019-2021. 13 out of the 14 instiprbording statistics on
cybercrime mentioned economic and financial cyberattaskis as frauds, ransomware and cyber
industrial espionage as prominent aspects and trends otoyier The Ministry of Internal Affairs

of the Republic of SrpskaRE) did not mention specific facets of cybercrime butestahat there
has been an increase in cybercriminal activity in theode2019-2021. These data further testify the
importance of cybersecurity for BiH, stemming from thecessity to protect its cybe
infrastructures and core services in the economic anddimiasphere for public institutions, private
companies, and citizens.

\B \B
cases cases Trends in
Institution (BiH) 2020 2021 cybercrime
Economic
Border Police / / / and financial
Directorate for Coordination of Police Bodies of Economic
BiH 132 190 232 and financial
Economic
and
financial,
State Investigations and Protection Agen&) 0 1 2 hacking

Table 1. Cybercrime statistics and trends by police agencies in BiH

N. cases N. cases N. cases

Institution (FBiH) 2019 2020 2021 Trends in cybercrime
Federal Police Economic and financia
Administration 2* 57/302 154/320 143/379 hacking

Mol Bosnian-Podrinje

Canton 6 11 8 Economic and financial
Mol  Central  Bosnian Economic and financia
Canton 23 30 27 hacking

Mol Posavina Canton / / / /

Mol Sarajevo Canton 2 0 3 Economic and financia

20 S|PA stated that it did not carry out specific investigetim the period 2019-2021 due to a lack of competence and
jurisdiction to do so. However, it recorded misuses of |@Tathier criminal cases.

“ The Federal Police Administration provided two typesstatistics. The first data presented are the crimiasés
which relate to Chapter thirty-two Criminal Offenses agatelectronic Data Processing System of the FBiH @am
Code. These data do not include the so-called cyber-enatifed +traditional crimes facilitated by or committed
using ICTs. The Federal Police Administration stated thaéthee no separate statistics, and that cyber-enabtad cri
often relates to the crime of fraud under article 294hef EBiH Criminal Code. The second data provided by the
Federal Police Administration are fraud crimes which, ating to the institution, have been primarily committed
through the misuse of ICTs.
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hacking
Mol Tuzla Canton 34 56 84 /
Economic and financia
Mol Una-Sana Canton 3 3 36 hacking
Mol West Herzegovina
Canton 1 0 2 Economic and financial
Economic and financia
Mol Zenica-Doboj Canton 28 54 80 hacking

Table 2 Cybercrime statistics and trends by police agencies in FBiH

Ministry of Internal Affairs of Republi c General increas

of Srpska 117 189 146 in cybercrime
Economic and

BROLFH %UpNR 'LVWULF 4 2 7 financial

Table 3. Cybercrime statistics and trends by police agencies in RS and BD

Finally, international commitments and standards (Figuf& répder cybersecurity a key domain

for BiH. International commitments originate from B{HV S D U W IinF int@ovekriréntal
organisations like the OSCE as well as from internatiaealties such as the Council of Europe
Convention on Cybercrimet commonly known as the Budapest Conventibhe OSCE has
GHILQHG DV PSROLWLFDOO\ ELQGLQRUBRDQHLRIW LB DIYG&¥DW] HL. .
developed through th2016 Decision no. 1202 Furthermore, the Budapest Convention is a
binding treaty which therefore establishes requirements maplgowith.>* Moreover, ensuring
international cyber standards is fundamental as BiH daomaccess the EU. This requires the
DGRSWLRQ RI WKH (8V OHJLVODBWXREQRWD Q GQ BendGIEmDRY WO
Protection Regulation (GDPR) and the EU Network and InfaomaSecurity (NIS) Directive

which are pre-requisites to enhancing the European DigigleéSMarket In addition BiH aims to

become a member of NATO. Such a step requires meetingfispaaligations, including the
respect of cybersecurity standafds$inally, other minor but key international organisatiild is

part of such as the Central European Initiative havedsthtestrengthening of cybersecurity among

their goals, thus encouraging BiH to move towards thistiine?®

2 Organisation for Securityand CBSSHUDWLRQ LQ (XURSH 26&( 3*XHGWEXQUHIWI\R )W D PE/
LQ %RVQLD DQ G Wwiddte DR(OtganBation for Security and Co-operation in Europe (QSCE&L9),
?Sttps://vwvw.osce.orq/missiombosnia—and—herzeqovina/438383.

Ivi., 7.
% _RQDWKDQ &ORXJK 37KH &RXQFLO RI PHURSH Q@RI KAWILRQT R & EHUW
Criminal Law Forum23, no. 4 (September 25, 2012): 383, https://doi.ord/0.1007/s10609-012-9183-3
* (YD 1DJ\IHMHR DQG 6DUDK 3XHOOR BOWRQSBHRYLHZEXHRVEO EX URERE & B SDH
Electronic Journgl 2019, 187, https://doi.ord/0.2139/ssrn.3658404
% gHQWUDO (XURSHDQ ,QLWLDWLYH -&(,” 2HQWODQ RIURSMIDRY ,QLWLDW
https://www.cei.int/sites/default/files/publications/dowadis/ CE1%20Plan%200f%20Action%20DIGITAL%20ESEC

%20FINAL.pdf
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International Commitments :
A series of UN General Assembly resolutions on cyber security

OSCE Confidence Building Measures to Reduce The Risks of Conflict Stemming From The Use of
Information And Communication Technologies

European Union Cyber Security Strategy

DIRECTIVE (EU) 2016/1148 OF THE EUROPEAN PARLIAMENT AND OF THE COUNCIL on
Measures for a High Common Level of Security for Network and Information Systems across the Union
(NIS Directive)

Council of Europe Convention on Cybercrime / Budapest Convention
International Telecommunications Regulations

EU (Commission)Digital Agenda for the Western Balkans

Stability Pact — e-Southeast Europe initiative —

Figure 1. Summary of international commitments of BiH in the field of cybersgcurit

% L +&§dpardised but improving approach tocybersecurity

BiHTV DSSURDFK W Rhad b&ar UnbdtdeXas igapardidéd% L+ TV FRPSOH[ V\VW
governance brings about an unharmonized legislatioyleergecurity which is enacted by different

public bodies at different governmental lev&lglthough BiH has taken important stepsproduce

core laws and regulations on cybersecurity, the couatks a well-defined national cybersecurity
strategy which can pave the way for the developmentirdifidr legislation and policie®espite

this, BiH has been supporting international efforts to regula¢ cyberspace, thus being actively
involved in international fora.

The three sub-state entities constituting Bitthe Federation of Bosnia and Herzegovina (FBiH),
WKH 5HSXEOLF RI 6USVND 56 D Q @GckE Kyber¥etlpity Rsues\viikoudhF W
different laws? Indeed, these entities present their own Criminal CodésCaiminal Procedural
Codes that address cybercrime, thus dispersing cybeedatsues under differeravis. Moreover,

these laws are enacted by different bodies at diffetewels without clear and efficient
coordinatiort® The different laws produced constitute the legislativdy addressing the issues of
cybersecurity and cybercrime at both the state and si{svels (Figures 2 and %).

“6DELQD %DUDNRYLU DQG -DVPL+DPY % BUREBMNMPY +RVLEGROXWLRQVIQ7KH 6
%RVQLD DQG +Hibfjirhatioly L & DSécurity:  An International Journal32 (2015): 13154,
https://doi.orgl0.11610/isij.3205

 =YH]GDQ 6WRMDQRYLU DQG OHKUXGtRPDPHUXQWPHIQW HYH SRS RHDWAAR G (+H U ]
Human Research in Rehabilitati® no. 1 (April 2018): 7&6, https://doi.ordl0.21554/hrr.041810

2 6DELQD %DUDNRYLU DQG -DVPLQD REOBRRYIRU +6RQAXIW R & V4D Y7H 3 6 WD
%RVQLD DQG +Hibfjimhatol L & DSécurity: An International Journal32 (2015): 13154,
https://doi.orgl0.11610/isij.3205

% Eva Nagyfejeo and S@K 3XHOOR $OIRQVR 3&\EHUVHFXUIQW <DSHEIFSRN GBI YLH
Electronic Journal 2019, 187, https://doi.ord/0.2139/ssrn.3658404

3 &RXQFLO RI (XURSH 3% RVQLD DQG +HUJHIRRPEPXQLWKFWRSXV
https://www.coe.int/en/web/octopus/country-wiki/-/asset _ighielr/AZnxfNT8Y3Zl/content/bosnia-and-

8



10.11610/isij.3205
10.21554/hrr.041810
10.11610/isij.3205
10.2139/ssrn.3658404
https://www.coe.int/en/web/octopus/country-wiki/-/asset_publisher/AZnxfNT8Y3Zl/content/bosnia-and-herzegovina?inheritRedirect=false&redirect=https%3A%2F%2Fwww.coe.int%2Fen%2Fweb%2Foctopus%2Fcountry-wiki%3Fp_p_id%3D101_INSTANCE_AZnxfNT8Y3Zl%26p_p_lifecycle%3D0%26p_p_state%3Dnormal%26p_p_mode%3Dview%26p_p_col_id%3Dcolumn-4%26p_p_col_pos%3D1%26p_p_col_count%3D2?redirect=https://www.coe.int/en/web/octopus/country-wiki?p_p_id=101_INSTANCE_AZnxfNT8Y3Zl&p_p_lifecycle=0&p_p_state=normal&p_p_mode=view&p_p_col_id=column-4&p_p_col_pos=1&p_p_col_count=2

Law Implementation Article

e T®
Criminal Law

Criminal offenses related to violation of copy- 242, 243,

right (Implemented) 244, 245,
246

Incitement of national, racial, and religion ha- 145

tred, discord, and intolerance (Partially imple-

mented)

Corporate liability (Implemented) 122

Attempt and aiding or abetting (Implemented) 29, 30, 31
Criminal Procedural Law ™’ Definitions (Partially implemented) 20

Production order (Implemented) 72a

Search and seizure of stored computer data (Im- 51

plemented)

Surveillance and technical recording of tele- 116

communications (Partially implemented)

Law on the Protection of Per-

sonal Data® Data security (Partially implemented) 11
Law on the Protection of Protection of classified data (Partially imple- e
Classified Data™! mented)

Law on Communications Data security (Partially implemented) 5,15
Law on Electronic .

Signature Fully implemented

Law on Electronic Legal and :

Business Transactions** Sullyimplameniad

Law on Prevention of Money

Laundering and Financing of  Partially implemented 26

. 45
Terrorism

Figure 2. State level legislation related to cybersecurity

Law on Electronic Signature (Official Gazette of the Republika Srpska, 59/08),

Law on Electronic Document (Official Gazette of the Republika Srpska, 110/08),

Law on Electronic Management (Official Gazette of the Republika Srpska, 59/09),

Law on Information Security (Official Gazette of the Republika Srpska, 70/11)

Law on Security of Critical Infrastructure (Official Gazette of the Republika Srpska, 58/19).

Figure 3. Substate regulations related to cybersecurity

Although the above-mentioned legislation testiffigsL +efffotrts in the field of cybersecurjtgs of
2022, BiH does not present a national cybersecurity strgteé@yS) and few national strategic
documents address cybersecurity issues. Among others, th&gaifegy for Establishing CERT in
Bosnia and Herzegovineonstitutes a fundamental step in the field of cyberggcas it showsa
certain degree of cyber awareness, defining the lack of adequdter capabilities and
infrastructures as a vulnerability and threat to the cguenid acknowledging the importance of

herzegovina?inheritRedirect=false&redirect=https%3A%2F%2 Fwvenirts 2 Fen%2Fweb%2Foctopus¥%2Fcountry-
wiki%3Fp_p id%3D101 INSTANCE AZnxfNT8Y3ZI%26p p_lifecycle%3D0%26p p_state%3Dnormal%26p p_mo
de%3Dview%26p p col_id%3Dcolumn-

4%26p_p_col _pos%3D1%26p p col_count%3D2?redirect=https://www.coe.int/en/wpbkicbuntry-

wiki?p p id=101 INSTANCE AZnxfNT8Y3ZI&p p lifecycle=0&p p state=normal&p p nrdew&p p col id
=column-4&p p_col pos=1&p p col _count=Drganisation for Security and Co-operation in Europe GBS
3*XLGHOLQHV IRU D 6WUDWHJILF &\BDHD@BFXHU /M RY®QEIRJdMEatio {6 RV QL
Security and Co-operation in Europe (OSCE), 200®)s://www.osce.org/missioim-bosnia-and-herzegovina/438383.
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https://www.coe.int/en/web/octopus/country-wiki/-/asset_publisher/AZnxfNT8Y3Zl/content/bosnia-and-herzegovina?inheritRedirect=false&redirect=https%3A%2F%2Fwww.coe.int%2Fen%2Fweb%2Foctopus%2Fcountry-wiki%3Fp_p_id%3D101_INSTANCE_AZnxfNT8Y3Zl%26p_p_lifecycle%3D0%26p_p_state%3Dnormal%26p_p_mode%3Dview%26p_p_col_id%3Dcolumn-4%26p_p_col_pos%3D1%26p_p_col_count%3D2?redirect=https://www.coe.int/en/web/octopus/country-wiki?p_p_id=101_INSTANCE_AZnxfNT8Y3Zl&p_p_lifecycle=0&p_p_state=normal&p_p_mode=view&p_p_col_id=column-4&p_p_col_pos=1&p_p_col_count=2
https://www.coe.int/en/web/octopus/country-wiki/-/asset_publisher/AZnxfNT8Y3Zl/content/bosnia-and-herzegovina?inheritRedirect=false&redirect=https%3A%2F%2Fwww.coe.int%2Fen%2Fweb%2Foctopus%2Fcountry-wiki%3Fp_p_id%3D101_INSTANCE_AZnxfNT8Y3Zl%26p_p_lifecycle%3D0%26p_p_state%3Dnormal%26p_p_mode%3Dview%26p_p_col_id%3Dcolumn-4%26p_p_col_pos%3D1%26p_p_col_count%3D2?redirect=https://www.coe.int/en/web/octopus/country-wiki?p_p_id=101_INSTANCE_AZnxfNT8Y3Zl&p_p_lifecycle=0&p_p_state=normal&p_p_mode=view&p_p_col_id=column-4&p_p_col_pos=1&p_p_col_count=2
https://www.coe.int/en/web/octopus/country-wiki/-/asset_publisher/AZnxfNT8Y3Zl/content/bosnia-and-herzegovina?inheritRedirect=false&redirect=https%3A%2F%2Fwww.coe.int%2Fen%2Fweb%2Foctopus%2Fcountry-wiki%3Fp_p_id%3D101_INSTANCE_AZnxfNT8Y3Zl%26p_p_lifecycle%3D0%26p_p_state%3Dnormal%26p_p_mode%3Dview%26p_p_col_id%3Dcolumn-4%26p_p_col_pos%3D1%26p_p_col_count%3D2?redirect=https://www.coe.int/en/web/octopus/country-wiki?p_p_id=101_INSTANCE_AZnxfNT8Y3Zl&p_p_lifecycle=0&p_p_state=normal&p_p_mode=view&p_p_col_id=column-4&p_p_col_pos=1&p_p_col_count=2
https://www.coe.int/en/web/octopus/country-wiki/-/asset_publisher/AZnxfNT8Y3Zl/content/bosnia-and-herzegovina?inheritRedirect=false&redirect=https%3A%2F%2Fwww.coe.int%2Fen%2Fweb%2Foctopus%2Fcountry-wiki%3Fp_p_id%3D101_INSTANCE_AZnxfNT8Y3Zl%26p_p_lifecycle%3D0%26p_p_state%3Dnormal%26p_p_mode%3Dview%26p_p_col_id%3Dcolumn-4%26p_p_col_pos%3D1%26p_p_col_count%3D2?redirect=https://www.coe.int/en/web/octopus/country-wiki?p_p_id=101_INSTANCE_AZnxfNT8Y3Zl&p_p_lifecycle=0&p_p_state=normal&p_p_mode=view&p_p_col_id=column-4&p_p_col_pos=1&p_p_col_count=2
https://www.coe.int/en/web/octopus/country-wiki/-/asset_publisher/AZnxfNT8Y3Zl/content/bosnia-and-herzegovina?inheritRedirect=false&redirect=https%3A%2F%2Fwww.coe.int%2Fen%2Fweb%2Foctopus%2Fcountry-wiki%3Fp_p_id%3D101_INSTANCE_AZnxfNT8Y3Zl%26p_p_lifecycle%3D0%26p_p_state%3Dnormal%26p_p_mode%3Dview%26p_p_col_id%3Dcolumn-4%26p_p_col_pos%3D1%26p_p_col_count%3D2?redirect=https://www.coe.int/en/web/octopus/country-wiki?p_p_id=101_INSTANCE_AZnxfNT8Y3Zl&p_p_lifecycle=0&p_p_state=normal&p_p_mode=view&p_p_col_id=column-4&p_p_col_pos=1&p_p_col_count=2
https://www.coe.int/en/web/octopus/country-wiki/-/asset_publisher/AZnxfNT8Y3Zl/content/bosnia-and-herzegovina?inheritRedirect=false&redirect=https%3A%2F%2Fwww.coe.int%2Fen%2Fweb%2Foctopus%2Fcountry-wiki%3Fp_p_id%3D101_INSTANCE_AZnxfNT8Y3Zl%26p_p_lifecycle%3D0%26p_p_state%3Dnormal%26p_p_mode%3Dview%26p_p_col_id%3Dcolumn-4%26p_p_col_pos%3D1%26p_p_col_count%3D2?redirect=https://www.coe.int/en/web/octopus/country-wiki?p_p_id=101_INSTANCE_AZnxfNT8Y3Zl&p_p_lifecycle=0&p_p_state=normal&p_p_mode=view&p_p_col_id=column-4&p_p_col_pos=1&p_p_col_count=2
https://www.osce.org/mission-to-bosnia-and-herzegovina/438383

cybersecurity to meet international, especially Europs@mdards? In addition, the 2015trategy

of Bosnia and Herzegovina for preventing and combating terrorism 2015i2@20ore document
that deems the establishment @dmputer Emergency Response Td@B&RT) DV pHVVHQWLD
protect cyber CI€® However, despite this document and the precedent 2011 strategfef
establishment of CERT such a body has not been cremel The 2015 strategy further
emphasises the importance of building biometric datdect@n capabilities as well as the
enhancement of international cooperation to monitor aridetahe terrorist use of ICTS.Finally,

the 2017 Strategy for Fight against Organised Crime in Bosnia and Herzegovina (2017-2020)
constitutes another pivotal strategic paper concerning sgberity as it mentions cybercrime,
thus paying attention to a crucial threatthe cyberspace. However, as previously stated, these
documents do not provide a systemic approach to cyberseauitespecially with concern to the
2011 strategy, their core objectives remain unaccomplished.

Despite these issues in the approach ado@it has taken important domestic and international
actions in some cyber-related areas. For instance,iattdrds been dedicated to ensuring the cyber
safety and security of citizens. Particularly, datatgution and privacy are ensured by Bexsonal
Data Protection Agencin BiH which implements théaw on Protection of Personal Data The
agency aims also to ensure standards which align with th&§ \EDPR3* Moreover BiH is
working to protect the online personal safety of children & at risk of suffering from online
abusein 2014 theCouncil of Ministersdeveloped an action plan dedicated to the online protection
of children® Furthermore, some institutions adopted internal docuneemtserning cybersecurity.
For instance, the High Judicial and Prosecutorial CbondiH adopted thesecurity Policy of the
Judicial Information System of Bosnia and Herzegovina2016, defining binding internal
standards, rules and procedures to ensure the security©T i&°

32 0LQLVWU\ RI 6HFXULW\ Rl %RVQLD WD QBWHHEWHYRYQD X (FBWQODWRYQLR I
(Ministry of Security of Bosnia and Herzegovina, 2011),
http://www.msb.gov.ba/dokumenti/strateski/default.aspx?id=6248&|aye/IsBA.

¥ %RVQLD DQG +HUJHJRYLQD &RXQFLQ LR D@L ¥WWHWHV R YAVQ DDI\R H J3 LRH YohIRW
Terrorism 2015- - %RVQLD DQG +HU]JHRJL @YD MinisteRsX Q F2015),
http://msb.gov.ba/PDF/STRATEGIJA ZA BORBU_PROTIV_TERORIZMANG pdf, 10.

34 Organisation for Securityand CRRSSHUDWLRQ LQ (XURSH 2a6&dtegié CYieRdt@ity Grdridevérti)

LQ %RVQLD DQG Whd$te.bR(OLgeniBation for Security and Co-operation in Europe (QSCE&L9),
https://www.osce.org/missiotw-bosnia-and-herzegovina/438383

® %RVQLD DQG +HU]JHJRYLQD &RXQFLQ LR DQ®GL ¥YWWHWHV R YAVQ DD\R H I3 LRH YohIRW
Terrorism 2015- ° %RVQLD DQG +HUJHRJLQYD &RXQFLO RI
http://msb.gov.ba/PDF/STRATEGIJA ZA BORBU_PROTIV_TERORIZMANG pdf, 10.

¥ %RVQLD DQG +HU]JHJRYLQD &RXQFRO RIJKWQ DVWHYWW 38WIDMWMB\G &UI

Herzegovina (2017- ! http://www.msb.gov.ba/PDF/strategy11122017.pdf
% 3HUVRQDO 'DWD 3URWHFWLRQ ¥IHXF\::RB®PSRMOHQ@FDRG +BPUIHDFROS ED D
2022, http://www.azlp.ba/o agenciji/nadleznosti/default.aspx?id=4&8&T ag=en-

US&template id=149&pagelndex=1

% Personal Data Prote®®Q $JHQF\ LQ %RVQLD DQG +HU]JHJRYL QWK F5HIXRIHDLRR QD YO
DQG RI WKH &RXQFLO ° D]OS ED DFFHVVHG JHE
http://azlp.ba/GDPR_Menu/Opsta_uredba/default.aspx?id=2366&lgrghalS&template _id=149&pageindex=1

¥ %RVQLD DQG +HU]JHJRYLQD &RXQHAR® RIKQOGLYWRIWNFWIRMDLRPQ @BDEYHQ
Children through Information-Communications Technologies Bosnia and Herzegovina 2014-
http://msb.gov.ba/PDF/140605 Nasilje_engleski SG_ver2.pdf

0 High Judicial and Prosecutorial Council of BosiaQ G +HU]JHJRYLQD 33ROLWLND 6L RQRIRVW L
6LVWHPD %RVQH , +HUFHJRYLQH %6 HGIMRUPDWIRR)L BA\VRVHWPKRI -%BVRLD D Q (
Judicial and Prosecutorial Council of Bosnia and Herzegovi2#6), https://portalfol.pravosudije.ba/vstvfo-
api/vijest/download/44943
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Moreover, the answers provided to the questionnaire hawvealesl the existence of other
documents such as the 2017 cyber strategy of the Ministry f@inBe +which, however, is not
available onlinexmentioned by both MoD and other institutions such as SIPA.

Finally, from an international perspective, BiH papates in pivotal intergovernmental
organisations in the field of cybersecurity such as ttermational Telecommunication Uniéhthe
United Nationd] (UN) specialized agency for information and communicatieohnologies.
Moreover, BiH has signed and ratified tBedapest Convention on Cybercrineonsidered the
most comprehensive international treaty addressing cytmer&f Furthermore, as previously stated,
BiH is part of OSCE which, through its mission to BiH, igj@ging in cooperation and capacity
building with BiH institutions. This aspect will thoroughly bedlissed later in the report.

%L+TV F\EHUVH F Xidir®Wama misSavid Eh€rGmplications

Although BiH has developed some core measures and kwisko advance in the field of
cybersecurity, there are still key gaps to fill. In 201%, @lobal Cyber Security Capacity Centre
(GCCCO) has evaluatedWKH FRXQWU\TV F\EHUV H F XU thev aedorgimgsi O LW Lt
Particularly, GCE€C has analysed 5 dimensiorBRl %L+fV F\EHU 1 &yBdbsEdu@y W LHV
policy and strategy, 2) cybersecurity culture and society 3) cybersecurity training, education,

and skills; 4) legal and regulatory frameworks and 5) standards, organisations and
technologies

In the first dimension, BiH is at an early stag&lo national cyber strategy exists, but consultations
between ministries and between governmental bodies dpdhational partners are ongoing
Furthermore, no CERT is in place, there is not araéregistry for cyber incidents and there are no
mandatory reporting requirements for cyber incidents. Maeahere is no clear categorisation
and monitoring of Cls, especially in the field of cybersgguand an almost absolute lack of cyber
crisis management (e.g., risk management exercisgésyaer drills).

In the second dimensionBiH is at an initial stage. Both public and private secpoesent a low

level of cyber awareness and limited knowledge of cylbeeats and risks. Moreover, law
enforcement has been the primary reporting mechanismybercrime with a lack of national
coordination between the different police departmentsuaitd operating in the sub-state entities.
Similarly, in the third dimension, BiH presents low cyber capabilities with generally poad a
XQGHUGHYHORSHG F\EHU FRXUVHV P@&GDWWU D RGL § DV KDHVO RNUKIN
levels. Cyber-tailored courses only exist at the digimiversity level (e.g., masters, and PhDs).

In the fourth dimension, BiH has made some improvements. Especially, despitg fopardised
and dispersed under different sscboWDWH HQWLWLHVY OHJLVOD Wdtdnesles W KH

“ QWHUQDWLRQDO 7HOHFRPPXQLFDMLRQRBQLRD ~ ZAZ LBLWRVLQMD DG EBHV VH
https://www.itu.int/online/mm/scripts/gensel9? ctryid=1000100548
2 QWHUQDWLRQDO &ULPLQDO 3ROLFRQO XQEMDWURRH SIW UTBEMH J B ¥R IWGEH E
Criminal Police Organisation (INTERPOL), 2021),
file:///C:/Users/HP/Downloads/National%20Cybercrime%20Styte? 0Guidebook%20(1). pdf
“3 Eva NagyfejeoDQG 6DUDK 3XHOOR $OIRQVR 32&\EHVYHBXDQW)\ +&IBSRNFR W\ QI
Electronic Journal 2019, 187, https://doi.ord/0.2139/ssrn.3658404
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cyber-related issues, including cybercrime. Howeiwethe judicial system, there is no specialised
unit combating cybercrime and the fight agaistemains un-coordinated and responsibility of
different bodies. Lastlyjn the fifth dimension, BiH has made progress, but more actions are
needed. Although there are laws concerning standardisatoalignment with international good
practices, there is a lack of awareness concerning ss@nty international standards. Finally,
%L+ TV G RiaiHeY WHesnot offer cybersecurity products, thus relyinglynan international
producers

The observations made by GCS are shared by researchers and international orgamsati
attentive to the state of the art of cybersecuritiid. Scholars have emphasised the necessity to
harmonise legislation, develop a national cybersecstitegy, establish specialised cybersecurity

units within the ministers and create a national CERAurthermore, exposure to emerging cyber
threats such as the terrorist and criminal use of cryptecies can bring about economic problems

for BiH.*> Moreover, the absence of a national CERT has begmasised by the OSCE. Despite

being considered essential by the 2@tbategy of Bosnia and Herzegovina for preventing and
combating terrorism 2015-202@ national CERT has not been developed yet andBHIPDLQV pW k
only country in Southt DVWHUQ (XURSH ZLWKRXW D QUMW IR DIDJG HEY(15 ©
Within BiH, CERT is operational only in the Republic of Srpskee 2015 and works under the
Ministry for Scientific and Technological Development, Higher Education, and Information Society
since 2019 Finally, in 2021 the EU produced a key report assessingfBiH VWHSVY WRZDU
integration with the EU, emphasising the necessity Hmher cybersecurity standards as a
requirement for acce$8 Among other issues, the report dedicates particular iattetot the need to
implement the Budapest Convention and develop efficigivcghercrime capabilitie’

Cybersecurity improvements and gaps as of 2022

Although in 2019 BiH presented evident cybersecurity gaps thaispty a certain extent, the desk
research and analysis and thEe XHVWLRQQDLUHTV UHVXOWYV VXJJHVW
improvements.

Cybersecurity is being considered a priority by 13 ouhef19 institutions that participated in the
researchHowever only 10 out of 19 institutions state they have internal dociisneoncerning
cybersecurity. For instance, SIPA mengdnD pU X O H pRtRdtionRA security of SIPA
LQIRUPDWLRQ DQG FRPPXQLFDWQRWKW WKW H PRI IVXKGHTY QOWHNQXR

“6DELQD %DUDNRYLU DQG -DVPLQD REOBRRVYIRU +6RQAXW1{R & VD YK I3 L6 W D V/
%RVQLD DQG +Hibfjirhatioly L & DSécurity:  An International Journal32 (2015): 13154,
https://doi.orgl0.11610/isij.3205

5 Nikolina Maleta and Ivana Stipanovié' LIILFXOWLHYV LQ 3URFHGXUH RI 2EMXIQI®@HQUQUY |
WKURXJK &U\SWRFXUUHQFLHYV D VWD 63\RD/E/IEGlaMAlc AKH Qddal\DeveRpmekit iBdbk of N H
Proceedings), 31st International Scientific Conference on Economic and Besielopment 2/HIJDO &KDOOHQJH'
ORGHUQ :RW@ G Marijan  Cingula, Douglas Rhein, and Mustapha Machraf2018,
https://is.muni.cz/repo/1420998/Book_of Proceedings esdSplit2018 Online.pdfBpage

“¢ Organisation for Securityand CBRSSHUDWLRQ LQ (XURSH 26&( 32&\EMUBHBIFKXUWNV\DQBU.
operation in Europe (OSCE)), accessed February 25, BGp2;//www.osce.org/files/f/[documents/c/4/468369. Adf

" &(57 BHSXEOLF Rl 6USVND 35HSXEOLF _RBERXIWND&(ISYWE RWDO -&(&B\7
https://certrs.org/en/about/

48 (XURSHDQ &RPPLVVLRQ 3%RVQLD DQG +HUJHJRYLQD
file://IC:/Users/HP/Downloads/Bosnia%20and%20Herzegovina%20202 8@ OPDF
49 f

Ibid.
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Similarly, the Agency for Police Support, operating underMheistry of Security, stated to have
some internal regulations addressing the protection of. IMloseover few institutions are aware of
relevant state level documents concerning cybersecaétyput of 19 institutions stated to be able
to mention relevant state documents concerning cyheisecTables 4, 5, and 6 show the
LQVWLWXWLRQVY NQRZOHGJH D®E @YD WDHEHVW FRUWW YW H GR
them. All of the institutions at the state level are @naf state level documents and were able to
mention some, while at the sub-state level the questienmais revealed a concerning lack of
NQRZOHGJH HVSHFLD OO\ WithiR EBH,)thelFedeval IP0lice\Wdrnipgtration and
the Judicial Police are the institutions the most avaaré knowledgeable about cybersecurity
documents. Conversely, only 2 out of the 8 Cantons that aedwiee questionnaire were able to
cite some documentB RS, the Ministry of Internal Affairs was not abterhention any state level
document, while the Police 8D cited two core documents

Interestingly, theGuidelines for a strategic Cybersecurity Framework in Bitwhich was drafted

by OSCE and will be discussed in the next chapters of épisrt twas the most mentioned state
level document together with the Budapest Convention. rCitete level documents mentioned
were the 2011Strategy for Establishment of CERT (Computer Emergency Response Team) in
Bosnia and Herzegovindhe Information Society Development Policy of Bosnia and Herzegovina
for the period 2017-202a&nd thecybersecurity strategy of the MoDther documents mentioned as
gtate level documenfiare, in fact, sub-state legislation such asctimainal and procedural Codes

of FBiH and RS

Guidelines for a strategic Cybersecurity Framewor

Yes BiH

The Criminal Code of FBiH and the Crimin
Yes Procedure Code of RS

Guidelines for a strategic Cybersecurity Framewor!
Yes BiH

Guidelines for a strategic Cybersecurity Framewor
Yes BiH

Guidelines for a strategic Cybersecurity Framewor!
BiH, Decision on Information Security Manageme
in BiH Institutions, Information Society Developme
Policy of Bosnia and Herzegovina for the period 20
Yes 2021
Guidelines for a strategic Cybersecurity Framewor!
BiH; information security management policy for t
period 2017-2022 for BiH institutions; 2017 decisi
of the Council of Ministers of BiH on th
Yes establishment of CERT for the institutions of BiH
Cybercrime Convention; Additional Protocol to t
Convention on Cybercrime; Cyber Security Strate(
establishment of a system for ensuring a high leve
Yes cybersecurity in the MoD and the Armed Forces
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‘ BiH; CERT establishment strategy in BiH \

Table 4. Knowledge of state level documents and state level documents citétlingtButions

Institution

(FBIH) Knowledge Documents mentioned

Federal Police

Administration Yes Guidelines for a strategic Cybersecurity Framework in BiH
Judicial Police Yes Security Policy of the BiH Judicial Information System
Mol Bosnian-

Podrinje

Canton No /

Mol  Central

Bosnian

Canton Yes Decision to ratify the Convention on Cybercrime

Mol Posavina

Canton No /

Mol Sarajevo

Canton No /

Mol Tuzla

Canton No /

Mol Una-Sana

Canton Yes Criminal Code of FBiH and the Law, Criminal Code of RS
Mol West

Herzegovina

Canton No /

Mol  Zenica-

Doboj Canton No /

Table 5. Knowledge of state level documents and state level documents cited bpgtRiitions

Ministry of
Internal Affairs of
RS / /
Guidelines for a strategic Cybersecurity Framework
Police BD Yes BiH; Strategy for the establishment of CERT

Table 6. Knowledge of state level documents and state level documents citedy B institutions

Despite these gaps, there is an increased cyber awacemessning both the threats and risks of
cyberspace and international standards and good pradtidesd, only 4 out of 19 institutions
namely AFIV, AEPTM, the Judicial Police of FBiH and the IMd the Posavina Cantotthad not
participated in cybersecurity training courses, workshops, améhaes in the 2019-2022 period.
Moreover, as previously shown in tables 1, 2, and 3, instituticare able to provide cybercrime
statistics and mention trends in cybercrjmedressing diverse factors connectei.to
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Besides economic and financial cybercrime, institutions Inaetioned other trends characterising
cybercrime. Specifically, AEPTM cited numerous aspectydfercrime including online hate
speech, child sexual abuse material and illicit traffickingrms, organs, and drugs.

Furthermore 12 out of 19 institutions mentied international standards and good practices BiH
should align with. Among others, th80O 27000family of standards was the most cited, but other
international practices such as tBedapest Conventioand EU laws (e.g., NIS directive, and

GDPR) were mentioned as examples as well. Other cybersestanidards cited were tiRayment

Card Industry Data Security Standat®Cl DSS), thdSO/IEC 15408 and 17799 standardke
JLOQDQFLDO ,QGXVWU\ 5HJX O DadRhBY SEDepaKniebt lofHeRth AntVHIQaB D U G
6HUYLFHVY F\EHUVHFXULW\ UHTaKledJH B8 HQ & sholy Gh& aBdveRdss &f X U +
international standards and good practices at the atdtsub-state levels. While institutions at the

state level are more aware and knowledgeable about eghbeity standards, the sub-state level
suffers from evident gaps. Within FBiH, 6 out of 10 institasiowere not able to mention
international standards. Neither could the Ministry ofeinal Affairs of RS mention any
international standards.

\ Institution (BiH) Knowledge Documents mentioned
AEPTM Yes ISO 17799, ISO 15408
ISO 27001; PCI DSS - Payment Card Industry C
AFIV Yes Security Standard
Agency for Police Support Yes ISO/IEC 27001 and 27002
Border Police Yes ISO/IEC 27001, PCI DSS, HIPAA, FINRA, GDPR
DCPB Yes Budapest Convention

NIS Directive (EU) 2016/1148; General De

Protection Directive (EU Directive 2016/67¢

Stability Pact - eSoutheast Europe Initiative - eS
MoD Yes 2007; Budapest Convention

Cybercrime Convention; ENISA Directive; NI

directive; Regulation (EU) 2016/279 of ti

European Parliament and of the Council of 27 A
SIPA Yes 2016 years, etc.

Table 7. Knowledge of international standards and good practices and documents cited iogtBildons

\ Institution (FBiH) Knowledge Documents mentioned
Federal Police ISO 27001; GDPR; standards related to the financial se
Administration Yes (banks, payment cards, etc.)
Judicial Police No /

Mol Bosnian-
Podrinje Canton No /
Mol Central
Bosnian Canton No /
Mol Posavina
Canton No /
Mol Sarajevo No /
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Canton

Mol Tuzla Canton No /

Mol Una-Sana

Canton Yes European Convention on Cybercrime
Mol West

Herzegovina Canton Yes ISO2701; FINRA; GDR

Mol  Zenica-Doboj

Canton Yes Budapest Convention

Table 8. Knowledge of international standards and good practices and documents cited by FBiHdnst

Ministry  of  Internal
Affairs of RS No /
Police BD Yes ISO/IEC 27032:2015

Table 9. Knowledge of international standards and good practices and documents cited by B3 and
institutions

Finally, the L Q VW L W Xxa¥dess@ant] ofVchb@rl capabilities has revealed somesinbg facts
and figures Tables 10, 11, and 12 illustrate the results of the selsaswnt. According to the
institutions, only the Mol of the Central Bosnian Cantwas a victim of cyberattack(s) in the
period 2019-2022. Concerningly, the Mol of the Sarajevo Cantateds that it does not have
information to answer whether the institution wasa@s not a victim of cyberattack(s) in 2019-
2022, to assess its cyber capabilities and to evaluate cit@g®s’ awarenesgnstitutions at the
state level argue they present enhanced cyber capabilitids,this self-assessment diverges at the
sub-state level. Especially, cantons within FBiH dectardnave capacities ranging from fair to
good. Similarly, while the RS Ministry of Internal Affaissates to have good cyber capabilities, the
Police of BD argues to have only fair cyber capabiliti#O O LQVWLWXWLRQV DJUHH F
cyber awareness as low, ranging from poor to average.

Victim of Cyber Citizens'
Institution (BiH) cyberattack capabilities awareness
AEPTM No Average Average
AFIV No Average Fair
Agency for Police Support No Good Fair
Border Police No Good Fair
DCPB No Average Fair
MoD Yes Good Fair
SIPA No Good Average

Table 10.Self-assessment of cyber capabilities by BiH institutions
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Victim of Cyber

Institution (FBiH) cyberattack capabilities Citizens' awareness
Federal Police

Administration No Good Average
Judicial Police in FBiH No Average Fair

Mol  Bosnian-Podrinje

Canton No Average Fair
Mol Central Bosnian

Canton Yes Fair Fair
Mol Posavina Canton No Fair Fair

Mol Sarajevo Canton / / /

Mol Tuzla Canton No Good Fair

Mol Una-Sana Canton No Fair Fair

Mol West Herzegovina

Canton No Fair Poor
Mol Zenica-Doboj

Canton No Good Fair

Table 11. Self-assessment of cyber capabilities by FBiH institutions

Ministry  of  Internal
Affairs of RS No Good Average
PoliceBD No Fair Fair

Table 12. Self-assessment of cyber capabilities by RS and BD institutions

Core implications of cybersecurity gaps
These cybersecurity gaps lead to some pivotal implicatioghd) WKH FRXQWU\{V QDWLRC

x The lack of a national cyber strategy, a national CER@ ofCl V fhonitoring seriously
undermines cyber risk assessment and prompt response toimgidents, thus exposing
key national assets to risks and threats.

X The low level of cyber awareness and culture in both thégand private sectors exposes
governmental bodies, private companies, and citizenscyioer threats, especially
cybercrime.

x The divergencies in the number of cyber courses amuirgai offered to public employees
undermine the development arfioverall enhanced state cyber capabilities.

x The low level of coordination between police units and depnts at the national and sub-
national levels constitutes an obstacle to the efieend efficient fight against cybercrime.

X TKH ORZ OHYHO RI LQGLJHQRXV FXEMNUW FD/SD BDQDWEHVRIR
producers.

X The underdeveloped nature of cyber capabilities in BiH am the process of integration
ZLWK WKH (8 DQG %L+fV DFFHVV WR Md@g-stamkKV XQ
international aspirations.
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International and domestic cooperation and support to buildcyber capabilities

Both desk analysis and the questionnaire have revealed titalpivie international support plays

LQ VWUHQJIJWKHQLQJ % LThe SupBarE of parth® SdikrieS, R4 Lsd Of internakion

funds, and the engagement in international traninB pUDPPHYV DUH FRUH IDFWRU\
cybersecurity capabilities.

Particularly, the questionnaire has revealed that iatemal organisations, partner countries and
research centres are playing a crucial role in suppaatidgbuilding BiH public inst W XWLRQV Y F\
capabilities. In the period 2019-2021, 15 out of 19 institutions gzated in courses, workshops,

and seminars on cybersecurity-related issues. Numeroussef dipportunities have been offered

either by international organisations and partner caswor by other actors using international
funds. Tables 13, 14, and 15 show the number of coursabeingroviders for both the state and
sub-state levels. The data show that BiH, FBiH, RS and Bidutisns are benefitting from courses

to different extents. Institutions in FBiH are the ®rbat participated in the highest number of
courses. The Federal Police Administration and theMrR8stry of Internal Affairs could not

provide exact figures, but they stated that they had beemtplrt in several courses.

Institution N.
(BiH) courses Courses providers
AEPTM / /
AFIV / /
Agency for Ministry of Security (Twinning project "EU4 Fight Again
Police Support 7 Cybercrime in BiH")
US Embassy, CEPOL, Federal Police Administration and
Ministry of the Interior, Twinning Project, Sys CompanyHBTivil
Border Police 20 Service Agency, IPA
OSCE Mission to Bosnia and Herzegovina, Council of Eur
DCPB / Ministry of Security of BiH within the IPA 2017 Twinning Projec

OSCE Mission to BiH/BiH Ministry of DefengeMinistry of
Defence of BiH/Ministry of Defence of the Republic of ytaUS
Adriatic Charter (A5) Ministry of Defence of BiIH/NG of the Stat
MoD 13+ of Maryland, US OSCE Mission to BiH/BiH Ministry of Security
Embassy of the United States of America, French Emb&39s;
DCAF, IPA 2017, CEPOL, ICITAP, OSCE, TAIEX, EUROPO
UNODC, High Judicial and Prosecutorial Council of Bosnia
Herzegovina, Ministry of Security of Bosnia and Herzegov
SIPA 41 Council of Europe, SELEC and GIZ

Table 13.Number of cyber training courses BiH institutions participated in in the periofl-2021 and
courses' providers
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Institution

(FBIH)

N.
courses

Courses providers

OSCE, UNDP, US Embassy in Sarajevo (ICITAP, USAID), Cou
Federal Police Several of Europe and European Commission through various IPA prpj
Administration courses French Embassy in Sarajevo, UK Embassy and others
Judicial Police
in FBIH / /
Mol Bosnian-
Podrinje
Canton 10 Project EU4 Fight Against Cybercrime in BiH
Mol  Central
Bosnian
Canton 23 OSCE BiH; Ministry of Security of BiH within the IPA praje
Mol Posavina
Canton / /
Embassy of the Kingdom of Saudi Arabia, Ministry of Secuoity
Mol Sarajevo BiH, OSCE in BiH, IPA 2103, EU 4 Fight against cybercrime
Canton 16 BiH, IPA 2017 Twinning project
Ministry of Security of BiH; Federal Police Administiat; OSCE;
Mol Tuzla Faculty of Criminology, Criminology and Security Studi&srajevo;
Canton 50 Turkish Cooperation and Coordination Agency
Mol Una-Sana
Canton 1 EUROPOL - eComm Action 2020 awareness campaign
Mol West
Herzegovina
Canton 16 FUP-e; OSCE; Ministry of Security; IPA
Mol  Zenica-
Doboj Canton 1 Mol information Department Zenica-Doboj Canton

Table 14.Number of cyber training courses FBiH institutions participated in in the period 2022-and

Ministry  of
Internal
Affairs of RS /

Police BD 4

courses' providers

The George C. Marshall European Center for Secl
Studies; OSCE; Interpol; Europol; International proje:
IPROCEEDS, IPA, etc.

OSCE; CEPOL; Faculty of Criminology, Criminology ai
Security Studies Sarajevo

Table 15.Number of cyber training courses RS and BD institutions participated le iperiod 2019-2021

and courses' providers
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Academic centres, private sector and BiH public institutions

Both the academia and the private sector are playing a lsatathportant role in providing training
courses to BiH public institutions. 2 out of 19 institutionsntioned the Faculty of Criminalistics,
Criminology and Security Studies as providers. The Minisfrinternal Affairs of the Republic of
Srpska mentioned the George C. Marshall European Centeésefourity Studies, while SIPA
mentioned the Geneva Centre for Security Sector Governdine Border Police of BiH was the
only institution that mentioned a private sector provides pihivate firmSys Company

BiH public institutions are playing a more prominent rdlee Ministry of Security was mentioned
as a provider by 6 institutions. The Border Police of BiH wWesonly institution to mention the

BiH Civil Service Agency and the Ministry of the Interiof RS as providers. Together with the
Ministry of Interior of the Tuzla Canton, the BordeoliPe was the only institution to cite the
Federal Ministry of Internal Affairs. Finally, SIPA alsmentioned the High Judicial and
Prosecutorial Council of BiH as a provider.

Countries

The answers to the questionnaire show that partner courgreessupporting BiH in the
cybersecurity field through the work and cooperation of Mgéstern and non-Western embassies,
national agencies, and NGOs.

The Federal Police Administration and the Border Patiemtioned the US embassy as a provider.

The Federal Police Administration also mentioned the éshbassy and the Embassy of France.

SIPA mentioned both the US and the French embassiesheFudre, SIPA mentioned the
Deutsche Gesellschaft fur Internationale Zusammenarkh@&those main commissioning party is
*HUPDQ\TV OLQLVWU\ IRU (FR QR P LFQARaGtHdUMamatRri@l Cridnidal' H Y H (
Investigative Training Assistance Progratwhich is situated in the US Department of Justice's
Criminal Division®* Finally, the Federal Police Administration also memtid USAID as a
provider of training courses on cybersecurity and the MinistrDefence mentioned the MoD of

the Republic of Italy.

Non-western countries are providing support as well. Chirafésing cooperation through the
work of Huawei company which is present in the country and bls rheetings with BiH high-
ranking officials® In addition, the Ministry of Interior of the Sarag\Canton mentioned the
embassy of Saudi Arabia as a provider of cybersecurityrigacourses. The Ministry of Interior of
the Tuzla Canton mentioned the Turkish Cooperation andrddwtion Agency * which is
subordinate to the Turkish Ministry of Culture and Touriém

*0 Seehttps://www.giz.de/en/html/about_giz.html

*1 Seehttps://www.justice.gov/criminal-icitap

2 OLQLVWU\ Rl &RPPXQLFDWLRQV DQG 7¥YDQNSRUM) LRIWHB RV QLWURY Gii +610J
+XDZHL °~ ZZZ PNW JRY ED ' H RitithP/wvAMKt.gov.ba/Publication/Read/ministar-mitrogig-
predstavnicima-huaweia

3 7XUNLVK &RRSHUDWLRQ DQG &RRUGLQDWLRQg.$IJHQRWND7IRSY WUS$SER
https://www.tika.gov.tr/en/page/about _us-14650
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International organisations

Although partner countries are playing a pivotal role in supmprBiH in the cyber sphere,
international organisations are the actors contributiegntbst in terms of funds and projects. The
following are the manLQWHUQDWLRQDO RUJDQLVDWLK®YV FVEIS$SRRFMKLI
field:

The Organisation for Security and Co-operation in Euro[&J©).
The North Atlantic Treaty Organisation (NATO).

The United Nations (UN).

The Council of Europe.

Other international organisations.

X X X X X

26&( LV SOD\LQJ D FUXFLDO UROH LQWHG®KD V5@ Rémsna\vV W\
Group, part of OSCE, has been supporting public-private partnershgisjPinformation-sharing

and cooperatiori: Moreover, OSCE is organising seminars on cybersecurity the Ministry of
'HIHQFH OR' WR VWUHQJWKHQ WKW QR XQW VLW PAXEEDB UN BB
TXHVWLRQQDLUHYV DQVZHUYV XisttitiohsHhavel 2ceiMed thairfniganourdesK W F
on cybersecurity 6IHUHG DQG RUJDQLVHG E\ 26&( JHu@direOfor avKH
Strategic Cybersecurity Framework on Bosnia and Herzegasitiae most prominent example of

the efforts, time, and energy the organisation is eympd to support BiH.

Furthermore, NATO, which BiH aims to join, is developing stifee and technological
FRRSHUDWLRQ 3DUWLFXODUO\ ®%BL 9V WHB HIUNSD HDRIKEQE 1B MQLF
generation Incident Command SystéMICS) which will facilitate cyber collaboration among
Western Balkan countri€&.Moreover, BiH has been actively engaged with the NASd@ence for

Peace and Securit{fSPC) Programmeince 2007, being involved in scientific cooperation efforts

in the field of cybersecurity. The BiH MoD mentioned the Adriatic Chartean association linked

to NATO zas a provider of courses.

Similarly, the UN is strengthening BiH cyberspatialities. Adrassed in the previous pages of this
UHSRUW 81'31V 5)) GRQDWBHi@talBIZ project RvblichaidW R VW HHU %L
companies towards the digital econorfly.

*'UD&HQ ODUDYLU B3&\EHUVHFXULW)\ FRW/N\ F% X HidieaRgsRebiehal CBoQeGati&nDirs D
WKH :HVWHUQ %DONDQV" +LJK /HMHOBHWUIDREGQDOH&BQGHRHEHRH WFXULW\ &
Western Balkans, Geneva Centre for Security Sector Ganee (DCAF), 2021),
https://www.dcaf.ch/sites/default/files/imce/Events/CybewsityConference DiscussionPaperPanel2 PublicCapacityB
uildingRegionalCooperation.pdf
* Organisation for Securityand CBRRSSHUDWLRQ LQ (XURSH 26&( 3%L6&)LGQUWWLRQRW RHYH
Organize 13th Strategic PoliticddlLOLWDU\ 6HPLQDU RQ &\EHUVHFXULINZVZ RYEHSRULNL
December 8, 202 https://www.osce.org/missiolo-bosnia-and-herzegovina/507446
* North Atlantc TUHDW\ 2UJDQLVDWLRQ 1$72 S5HGBW]LHRIRW LRIDN'K 1% R QLD
https://www.nato.int/cps/en/natohag/topics 49127.htm
® 7KH 1$72 6FLHQFH IRU 3HDFH DQGXGHFXW)OA\HBURJUBRNBLB&BQG +HU]
https://www.nato.int/science/country-fliers/BIH.pdf
®8QLWHG 1DWLRQV 'HYHORSPHQW 3Q® JHIF PIHR 8L @BDstofpraiidR\W BBD2ERD Q
'LILWDO%,= _ 81'3 LQ %RVQLD DQG QA\HUHMHRWRISPMHQWQIWRIE DIMPRMHL R81'3 |
Herzegovina, 2020, https://www.ba.undp.org/content/bosnia_and_herzegovinafee/ldevelopment-
impact/DigitalBiz.html 8QLWHG 1DWLRQV 'HYHORSPHQW 3UBQUWDRPWPHD VIR LBQL Xh)
Undp.org, 2022https://open.undp.org/projects/00126505
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https://www.ba.undp.org/content/bosnia_and_herzegovina/en/home/development-impact/DigitalBiz.html
https://www.ba.undp.org/content/bosnia_and_herzegovina/en/home/development-impact/DigitalBiz.html
https://open.undp.org/projects/00126505

Moreover, the UN is providing BiH public institutions withaiming courses; the Federal Police
Administration mentioned the United Nations Developmemtgfamme (UNDP) as a provider.

Similarly, SIPA mentioned the United Nations Office on Dragd Crime in its answers on courses
providers.

In addition, the Council of Europe is organising workshops seminars with key BiH public
ERGLHV LQ RUGHU WR HQKDQFHDMK A\ E RNmMmaCHREN ofEDBE2isL W\ W
VXSSRUWLQJ %L+ SXEOLF LQVWLW XQW. RRYH G- EBEHWHFBSDBL OQ!
as Directorate for Coordination of Police Bodies ofHBISIPA and the Federal Police
Administration. Finally, other international organisasoare supporting BiH in the building of

cyber capabilities. For instance, SIPA mentioned theleagt European Law Enforcement Center

as a providef’ The RS Ministry of Internal Affairs cited INTERPOL apmvider of trainings.

European Union (EU)

7KH (8 LV VWURQJO\ VXSSRUWLQJ VEKID IBXLIOG LQLUOQRHMWLKRVSE
Western Balkan Strategy 2018, cybersecurity has been a key area of coopetsioreen the EU

and its Balkan partnef. Through the support offered by tiiropean Union Agency for Law
Enforcement Cooperatio(EUROPOL) and European Network and Information Security Agency
(ENISA), the EU aims to strengthen cybers capabilitigge@ally in the fight against cybercrime,

in Western Balkan countri8.These goals have been further stated in the Z)2@onnectivity

Agenda for the Western Balkatis

ORUHRYHU WKH (8 LV SURYLGLQJ F\EHUHWYDLHRUQ 1 QW R/ D)QLE
European Union Agency for Law Enforcement Train([@EPOL) has already held seminars to
instruct officers and prosecutors on new trends in cybeespuech as the use of cryptocurrencies for
illegal purpose$? Also, the EU has developed several tools and policies tneahaternational

cyber cooperation in the field of law enforcement and egbieninal justice®® As of this, in 2020

the projectEU 4 Fight against Cybercrimm BiH®® has been providing the Ministry of Security

¥ &RXQFLO RI (XURSH: WoBSHbR oh' Brafting Policies and Strategies on CyberisginrBosnia and

+HU]JHJRYLQD ~ &\E hitpg7hnn.d¢de.int/en/web/cybercrime/-/iproceeds-2-widkson-drafting-policies-

and-strategiesn-cybersecurityin-bosnia-and-herzegovina

0 7KH FHQWUH Lreemebt, eBty-bas&iliRternational organization thatgbriogether the resources and

expertise of Police and Customs authorities that joirergyas in combating more effectively trans-border orgahnize

FULPH LQ WK Hhttpsi/wir.Qeldlc. érefdbout-selec/

. (XURSHDQ &RPPLVVLRQ 3% &UHGLEQHDQG XQ KIDRMHQ\E 88 (¥ SBIFMPLHGIWI RZ L

% D O N D Q V https://ec.europa.eu/info/sites/default/files/communicaticedible-enlargement-perspective-western-

balkans_en.pdf

%2 bid.

8 (XURSHDQ &RPPLVVLRQ 3(8 &RQQHFWLYLWHUQ$JHQIMND QRU" Wk

https://ec.europa.eu/neighbourhood-enlargement/systestZfiel -03/brochure_wb_connectivity agenda_en.pdf

“ (XURSHDQ 8QLRQ $JHQF\ IRU /DZ (Q/IRUVBRHRFHOYR &XWDUBQOUH%(IDYHVWLJ

CEPOL (blog), May 29, 2019, https://www.cepol.europa.eu/education-training/wivatteach/webinars/crypto-

currencies-investigation-challenges

® 3DWU\N 3DZODN 32SHUDWLRQDO *XLGD&RRSHUDWKRR (BQ ,&\WH WU QSDDABL

(Luxembourg: European Union Institute for Security Studies (EMISS 2018),

https://www.iss.europa.eu/sites/default/files/EUISSFilpst@tional%20Guidance.pdf

% The project is a Twinning action grant. Twinning is a [pean Union (EU) institution building tool, available to

beneficiaries of the Instrument for Pre-Accession Aasist (IPA) and the European Neighbourhood Instrument (ENI).

Created in 1998 in the light of the enlargement of the EUnAing is based on partnership cooperation between public

administrations and accepted mandated bodies of Membtes Stad of a Beneficiary with the purpose of achieving

PDQGDWRU\ UHVXOWY RXWSXWV MRQQWBMN D@OUHHSH ZQ WEKR RF\PKLI VELRRP L YAZ
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https://www.cepol.europa.eu/education-training/what-we-teach/webinars/crypto-currencies-investigation-challenges
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https://www.iss.europa.eu/sites/default/files/EUISSFiles/Operational%20Guidance.pdf

with opportunities to better prepare law enforcement aggnemhance internal and internatibna
cooperation, and align the legislation with the Buda@estvention and European good practites.

,Q DGGLWLRQ WKH (8 LV SURYLGEQYLRAEGYV O g %HORRSPRHRALW D
sector. For instance, tii8J4Businesproject, worth 16.1 million euros, has been providing funds to
support and stimulate the development of micro, small aedium-sized companies from April

2018 to March 2022

Finally, other lessr-known EU projects are in place. BiH public institutions rnos@d numerous
opportunities provided by the EU. Among others, the Techmsalistance and Information
Exchange (TAIEX) instrument of the European Commissamwl, iPROCEEDS were mentioned as
EU-sponsored and -funded projects and programmes assisting Bik€ mostitutions in the
building of cyber capabilities.

(European Commission, 2017), https://ec.europa.eu/neighbourhood-enlargement/systest#fi20-
09/twinning_manual 2017 update 2020.pdf
% (XURSHDQ &RPPLVVLRQ 3(8 JLIKW DHDLQXWR S&\EQ U RRPPH VVOR Qb

https://www.bmeia.gv.at/fileadmin/user upload/Zentrale/Eurdgalwinning/Juli-
September_20/EU_4 Fight against Cybercrime_in_BiH.pdf

68 (8 WXVLQHVYV 3(8 PROUUVRRRSHMWLWLYH DQG ,QQRYDWLYWY /RFPBPHKV VHREQ RHPE U
28, 2022 https://eudbusiness.ba/en/
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Policy recommendations

Based on the above analysis, this paper provides policynreeadations clustered in immediate-
near- and long-term objectives. The immediate-termobibs are goals BiH should start pursuing
immediately, while near-term objectives shall be achievatlemear future § years). Long-term
objectives are desirable steps to take which, however,rdgioe achieved if the previous goals are
pursued. This analysis suggests the government of BiH:

X In theimmediate-terndevelop a comprehensive approach to cybersecurity
o Develop a comprehensive cybersecurity framework
Establish the state level CERT.
Produce a national risk assessmemtdentify cyber Cls.
Plan cybersecurity crisis management
Promote the formation of a cybersecurity culture and minidskoth the public and
private sectors.

(0]
(0]
(0]
(0]

X In the near-termdevelop and implementa national cybersecurity strategy (NCSS) and
related policies
o Enhance cybersecurity awareness.
o Produce a strategy to counter cybercrime.
o0 Implement and govern the NCSS.

X In thelong-termestablish a state agency for cybersecurity
o Coordinate national cybersecurity effarts
o Build cyber resilience and promote cyber awareness
o RHILQH %L+YV F\EHUVHFXULW\ DUFKLWHFWXUH

The policy recommendations are not mutually exclusive aadldtbe viewed as a multi-level plan
to put into place and constantly monitor. The recommenuatioill be better detailed and
addressed in the following sections. All the policy rec@ndations provided are based on
international standards and principles provided by interndtanganisations with a specific focus
on European countries and the EU. It is important to naté BiH can and should exploit
international cooperation with key partners, both coestand intergovernmental organisations, to
achieve the cyber goals and objectives outlined in theypdcommendations.
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A comprehensive approach to cybersecurity

In order to develop a comprehensive cybersecurity framewarksBould design a well-informed
plan. In 2019, such a plan has been offered to BiH by the (iS&&delines for a Strategic
Cybersecurity Framework on Bosnia and HerzegaYih@he document is based on tHe8 TV
legislation such as thHIS Directive the best practices of European countries, and intenati
standards like thinternational Organisation for StandardisatidnfSO) 27000 family of standards
and ENISAT standards. Therefore, not only does the document previdetive guidelines and a
comprehensive framework for cybersecurity, but it can pdse the way for further alignment with
international standards.

By providing recommendations based on a multi-stakeha@lddrwholeef-government approach,
the OSCE document states 9 strategic objectives BiH sipukiie to develop a comprehensive
cybersecurity framework:

[1] A systematic approach to the harmonization and develdpofegbersecurity legislation;

[2] Secured Information and Communication Systems of theSéeyices Providers;

[3] Raising the Awareness and Knowledge of Cybersecurity;

[4] Functional Bodies in charge of Securing, Strengthening mpdolving Cybersecurity;

[5] Improved Security and Resilience of Information and Compatioin Systems;

[6] Enhanced Capacity to Combat Cybercrime;

[7] Effective Cybersecurity Co-operation established in hagonal, Regional and National
Frameworks;

[8] Capacity Built to Adequately Respond to Crisis;

[9] Public-Private Partnership Established.

26&(TV UHFRPPH Q Gsnimamsed\and Diggteleed in the following main areas:tijnac
in the legal framework; 2) authorities and responsibiliti83; cybersecurity awareness; 4)
cooperation and implementation.

Actions in the legal framework

The OSCE document suggests a comprehensive review of thetdagistation on cybersecurity
and related policies, which should be followed by alignmesth international standards.
Subsequently, key services and databases need to be defitiedlbgal framework and minimum
commonly shared cybersecurity standards need to be develdpedequiresacomprehensive risk
analysis and assessment. Moreover, BiH should improdeeapand its legislation addressing
cybercrime, considering new and emerging trends. Finabpurees should be allocated to ensure
personnel and technical capabilities for law enforcement gepete cybercrimes.

% Organisation for Security and Co-operation in Europe (OSEEXLGHOLQHV IRU D 6WUDWHJILF &\EH
LQ %RVQLD DQ G Whddte DR(OtgenBation for Security and Co-operation in Europe (QSCE&L9),
https://www.osce.org/missioie-bosnia-and-herzegovina/438383
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Authorities and responsibilities

The document emphasises the necessity to establishtianahaComputer Security Incident
Response Tear(CSIRT). It highlights and mentions the required key sersectors, the key
service providers and the requirements and tasks of CSifls theNIS Directive’® thus offering
international standards and good practices BiH needdigo with, especially in light of its
objective to join theEU. These recommendations can respond not only to thessigcef
establishing an effective and efficient state le&g|57 EXW DOVR WR %L+fV LQWHUQ
and aspirations. Indeed, developing a cybersecurity framewbigh respects the standards and
principles ofthEU DQG (XURSHDQ FRXQWULHY FDQ(8DFLOLWDWH %L+

Moreover, authorities in charge of ICTs security nesadver key services such as energetics,
transportation, and banking. A point of contact forittiernational cooperation of these competent
authorities should be established. In addition, it is resagsfor CRAto ensure that providers of
communication services enforce the cyber protectiorhef systems. Finally, BiH should select
cloud computingproviders that meet international standards, define ,tlzew decide what data
shall and shall not be sent to #leud outside the country.

Cybersecurity awareness

The document dedicates particular attention to cybargg awareness in both the public and
private sectors. As of this, it is necessary to desigmelde and offer training programmes and
workshops +to be mandatory for public employeedo raise cybersecurity awareness in society
and public institutions. Especially, officers, prosecutord jmdges should be offered trainings and
courses on cybercrime. Finally, it is important to encousagkfinance research and development
in the field of cybersecurity across both the public piiate sectors.

Cooperation and implementation

The country should develop domestic cooperation betweerifferent agencies and bodies in
charge of cybersecurity as well as engage in internataonhkegional cooperation in the field. In
addition, it is important to develop public-private partnggsh{(PPPs) in order to develop
cybersecurity products and services, improve informationrghamong different partners, and
meet international standards. As of this, the OSCE dentinmentions thePublic Private
Partnerships (PPP) Cooperative modgplsblished in 2017 by ENISA as a framework to adopt.

Finally, special attention is dedicated to the imple g of the cybersecurity framework through
crisis management. It is necessary to establish iariffer crisis identification and reporting
incidents mechanisms. USTs play an essential role as the primary subjects intsdghould be
reported to. Ministries and responsible bodies should aldmewlear plans and procedures to
follow should crises break out.

70 H

Ibid.

71(XURSHDQ IHWZRUN DQG ,QIRUPDWIRYE®HFX8W WM D3N H BROCH&dkpi%e VKL SV
ORGHOV® (XURSHDQ 1HWZRUN DQG ,QILRSYPDWPRIr FiMdeXRativershipd PO\  (
Cooperative models
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National cybersecurity strategy and related policies

National cybersecurity strategies are key componentsa foation to improve its security and
address cyber threatsSince 2017, all EU members states have developed, adoptediaisthed
their national cybersecurity strategies as required ®WtB Directive’® These documents and the
ENISA 1 kéports, guides and policy recommendations can provide BhHanset of good practices,
principles and standards to adopt in order to design,lafevend implement an effective and
comprehensive NCSS.

The design and development of NCSS

ENISA has published a practical guide to developing nationalrsgberity strategies based on a
set of recognised good practices from European countridsadasysis and interviews with public
stakeholderd? The guide overlaps with some of the observations madéhdy2019 OSCE
document but link them to the development and implementatio a national cybersecurity
strategy.

According to the guide, there are 6 main stepdesign and develop a comprehensive and effective
national cybersecurity strategy:

1. Set the vision, scope, objectives, and priorities.

Follow a risk assessment approach.

Take stock of existing policies, regulations, and capalsilitie
Set a clear governance structure.

Identify and engage stakeholders.

Establish trusted information-sharing mechanisms.

o gk wnN

Hence, an effective Bilff WCSS should define the vision and scope by establishing national
objectives to accomplish in a specific timeframe, idgrtie sectors in scope, set priorities, and
design a roadmap for the implementation of the stratégwever, this is not sufficient. Indeed, the
future NCSS needs to provide a national risk assessmertt base scientific and technological
process which focuses on cyber critical infrastructuresaasets and aims at risk identification, risk
analysis and risk evaluation

Moreover, additional steps are needed to develop the NIE&Snecessary to consider already
existing policies and international laws and standardsntiiat be incorporated into the strateljy

is then pivotal to define roles, responsibilities, ancbaatabilities of stakeholders, establishing a
governmental working group in charge of coordinating the &sftor produce the strategy.

7 HYLQ 3 1HZPH\HU 3(OHPHQWV RI6WIWMMRKILG VE&NRMU VHHFREDIRA/NQJ 1D
Cybersecurity Institute Journal, no. 3 (2015): 99, http://publications.excelsior.edu/publications/NCI_Journal/1-
3/offline/download.pdf#page=11

3 European Network and InforrlLRQ 6HFXULW\ $JHQF\ (1,6% SIDWILROR@ctIG EHU 6
0ODS °~ ZZZ HQLVD HXURSD HX (XURSHDQQ 16HVXRUMW\ DRIGHQFOIRWYP,BW LK
https://www.enisa.europa.eu/topics/national-cyber-secutriéyeniies/ncss-map/national-cyber-security-strategies-

interactivemap
" European Network and Information Security Agency (ENISNSS Good Practice Guide : Designing and
Implementing National Cyber Security Strategies. (Heraklion: ENISA, 2016),

https://www.enisa.europa.eu/publications/ncss-good-pragtimke
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Finally, to be comprehensive, an effective cyber strateggt nmvolve the private sector in the
process througRPP and information-sharing mechanisms between the public ardepsectors.

Although European countries and ENISA can offer fundameetiections and documental sources

to BiH, they are not the sole examples the country coedivel inspiration from. Indeed, numerous
non-European countries such as the United Sta@anadd?® Japah’ and Isra€f have developed,
published, and implemented their national NCS8metheless, it is important to bear in mind that

the European documents are based also on(¢§V ODZV UHJXODWLRQV. DQG
Therefore, they can provide BiH with precious sources tsider LQ OLJKW RI WKH FRXQW
access the EU.

Cybersecurity awareness as a key component of NCSS

ENISA retains cybersecurity awareness as a key compohdi@SS. In 2021 the agency published
the reportRaising Awareness of Cybersecurishich, based on desk analysis and interviews
conducted with key public bodies in charge of cybersecunit2d European countries, aims to
present good practices concerning the incorporation ofr vareness into NCS® The report
provides a guide to design, develop, and implement effecyiser awareness programmes and
enhance NCSSs.

According to the report, it is first necessary to provide NCSS with a clear visioaf cyber
awareness, defining why it is needed, what objectives are twdmmplished, and to whom it
applies. Secondly, it is fundamental to identify the muahd private bodies that will coordinate
and cooperate within the nation to conduct cybersecurityemgas activities. Generally, European
countries tend to charge one main public body of cybereawas campaigns. However, countries
such as Finland, Luxembourg and the Netherlands adopted a rdifesggproach with multiple
entities carrying out cybersecurity awareness activiiesthermore, it is important to allocate and
define the resources (e.g., budget, and personnel) to efoploybersecurity awareness campaigns
As of this, ENISA notes that European funds are availahde adready being used by numerous
countries

In addition, the agencies in charge of cybersecurity te@doperate with the media, especially to
tackle misinformation and disinformation, two prominertbaythreats. Moreover, it is necessary to
inform the wider public about cybersecurity trends andlehges through the publication of reports
that promote awareness and public discussion. Cybersecwatgm@ess measurements should be
conducted through public survetgsidentify gaps that need to be filled. With concern to thilic
bodies should cooperate with national statistics eéfio conduct effective surveys.

" 7KH :KLWH +RXVH 31DWLRQDO &\BWMWEW bthV/ruinpvihitehd s el argiivieabiGip6
content/uploads/2018/09/National-Cyber-Strategy.pdf

® Public Safety Canadal DWLRQDO &\EHU 6HFXULW\ 6WUDWHJ\ & DIQ\D\GLOY W BHV LR Q'
Age(Ottawa, Ontario: Public Safety Canada, 2018).

T7TKH *RYHUQPHQW RI -DSDQ 3&)\Etps ¥wimaldd ab’ jp/aive/kdhondpdf/cs-senryaku2021-
en-booklet.pdf

" 3ULPH OLQLVWHU V 21ILFH 3, VUDHO\ 1&oWMWULRWBO &EHWLUIBHIFX!
https://cyber.haifa.ac.il/images/pdf/cyber_english_A5 final.pdf

" (XURSHDQ 1HWZRUN DQG ,QIRUPDWLRDLEHBI ULADWU SOHYFA R(I1 BBEHUBVHF)
Network and Information Security Agency (ENISA), 202Mitps://www.enisa.europa.eu/publications/raising-
awareness-of-cybersecurity
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Finally, the planning of cybersecurity awareness campaigng @ crucial role and should be
defined in terms of target groups, channels to reach theraed, performance indicators and
regular monitoring.

The fight against cybercrime

1RW RQO\ (1,6%9V GR EXrBgeap\and nBnkBMropearyduntfigsategies emphasise
the importance of the fight against cybercrime, dethgadttention to it in their NCSSs. The above-
mentioned 2019 OSCE document highlights the importance of sspécta as well. As of
cybercrime, BiH needs to take further steps to design aotei strategy; particularly, BiH must
further implement the Budapest Convention as the tisdggally binding.

In 2021, thelnternational Criminal Police OrganisatiofINTERPOL) has produced a guide to
design strategies to fight cybercrime that BiH could teselevelop its owfi® According to the
report, a cybercrime strategy presents 4 main components:

1. Introduction.

2. Current cybercrime landscapeassessment and analysis.
3. Vision.

4. Focus Areas, Strategic Objectives and Action Items.

%L+9 VWU D Wwxdldih tekrBaxddsGbehind the development of theegiraémphasising wh

it is necessary and how it will help the nation. Subsedyethite document should provide the
definition of cybercrime the government adopts, cybercrstadistics, an overview of legislation
and strategies concerning cybercrime, the authoritieearge of fighting cybercrime, and, finally,
a self-assessment of the cyber capabilities to combatarybe. The document should then set the
vision which includes the desired successes to achieve fiigtiteagainst cybercrime. Finally, the
strategy should establish what objectives and goals tovacimea certain timeframe, individual
deadlines, performance indicators, and monitoring measures.

A potential cybercrime strategy can take different forass demonstrated by the strategies
developedn different countries. It can be incorporatetbithe national cybersecurity strategyias
Australig® and the United Kingdoffi or it can be developed as a separate document likevin Ne
Zeeland® In addition, the strategy does not necessarily need frdrluced by the higher levels of
the government. For instance, the Canadian strategpmdsiced by th&oyal Canadian Mounted
Police®

8 |nternational Criminal Police Organisation (IN632/ 31DWLRQDO &\EHUFULPH 6WUDWHJ\ *X
Criminal Police Organisation (INTERPOL), 2021),
file:///C:/Users/HP/Downloads/National%20Cybercrime%20Sg#e? 0Guidebook%20(1). pdf
8 "HSDUWPHQW RI +RPH $IIDLUV 33$XWWHU D O LhBRdsVweWw I bidaffsoswauiybes W U D
security-subsite/files/cyber-security-strategy-202Q. pdf
82 +HU ODMHVW\ V *RYHUQPHQW 31DWLRQDO &\EHU 6V
https://assets.publishing.service.gov.uk/government/uploads/systeads/attachment data/file/1053023/national-
cyber-strategy-amend.pdf
8 BHFXULW\ DQG ,QWHOOLJHQFH *URXS 6, HVV 310WHRGDOPH30ODQ
https://dpmc.govt.nz/publications/new-zealands-cyber-sgestriateqy
% 5R\DO &DQDGLDQ ORXQWHG 3ROLFH 5&03 H5R\BEBU ED DWH: LABDU D R/ XQ
https://www.rcmp-grc.gc.ca/wam/media/1088/original/30534bf0b95ed3BR85f154da496.pdf
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Besides this minor aspect, developing and implementindp@rcyme strategy is pivotal for BiH in
order to align with the principles and standards set by tevention on Cybercrime of the Council
of Europe®® As BiH signed and ratified the treaty which poses legiigjations for the countr§f
the development of a strategy to fight cybercrime assuncreased importance.

Moreover, BiH should pay particular attention to new @mderging trendsn cybercrime. For
example, the author of this report detected a gap concetengptential criminal and terrorist use

RI FU\SWRFXUUHQFLHV ZKLFK LV Q®&PR\F >XORHEIRBRIASEESseqt oo L + |V
Risk of Money Laundering and Financing of Terrorism in BiH for the Period from 2018 to 2022
does not mention the cyber dimension of money laundéfimyerlooking the potential use of
cryptocurrencies for money laundering and financing. Aigio BiH does not recognise
cryptocurrencies as legal tenders, cryptocurrencieseing kraded in BiHf® The lack of regulation

over this cutting-edge technology results detrimentak@ally because cryptocurrencies are being
increasingly used by criminal organisations in the coufitry.

Numerous studies on the terrorist use of cryptocurremoiest and BiH public institutions should
examine these sources to address the issue. Particulaalyi gerrorist groups liké\l-Qaedaand
the Islamic Stateare using cryptocurrencies for illicit purpos&ddence, it is necessary for the
country to evaluate whether the terrorist use of crypteoares is affecting or could affect BiH and
take action. As of this, thEinancial Action Task ForcdFATF) has published several reports,
providing recommendations concerning virtual assets, monmyldaing and terrorist financing.
Furthermore, the Committee of Experts on the Evaluatiodnti-Money Laundering Measures and
the Financing of Terrorism (MONEYAL) of the Council of Europe, that BiH is part of, published
a 2021 report which outlines guidelines to counter the issueiroinal and terrorist financing

% QWHUQDWLRQDO &ULPLQDO 3ROLFRQO XQEMDWURRH GSIW UTBEH J\ ¥R IMEH E
Criminal Police Organisation (INTERPOL), 2021),
file:///C:/Users/HP/Downloads/National%20Cybercrime%20St#te? 0Guidebook%20(1). pdf

8 Organisation for Securityand CR-SSHUDWLRQ LQ (XURSH 26&( 3*XHGWEQUHIMVIR)ILU D PaH/
LQ %RVQLD DQG Whdte.bR(OtganBation for Security and Co-operation in Europe (QSCE&L9),
https://www.osce.org/missiotw-bosnia-and-herzegovina/438383

8 OLQLVWU\ RI BHFXULW\ RI % RsseskenD@ Risk+ of WpHeyR¥un@efing and Financing of
THUURULVP LQ %L+ IRU WKH 3H UhttR:@wi.R®.gov.baVPBF/120620205. pdf

8 0DMD 1LAHYLU &KLDUD =DPERQL [FQG WRMDLEA V.RY¥DIKHIILIKWE&QUSWRH 3HL
+HU]HJRYlht€riational Review of Law, Computers & TechnologiPecember 2, 2021, =0,
https://doi.orgl0.1080/13600869.2021.2004759

89 1LNROLQD ODOHWD DQG ,YDQD 6WHGPOWHRRIF2BWDILGXQW LHVGHQ FH RE)
WKURXJK &U\SWRFXUUHQFLHYV D VWD 6 \RD/HIEGiiMAlc aKHQddai\DeweRpmekt HBabl af N H
Proceedings), 31st International Scientific Conference on Economic anal Besielopment 2/HIJDO &KDOOHQJH'
ORGHUQ :RW@ G Marijan Cingula, Douglas Rhein, and Mustapha Machraf2018,
https://is.muni.cz/repo/1420998/Book_of Proceedings esdSplit2018 Online.pdfBage=

P 7KH 6RXIDQ &HQWHU 3, QWHO%U XHIU HEhB \BdRfdi CewdbibgR DeteR be&10,\ Z0R0R F
https://thesoufancenter.org/intelbrief-2020-december-1l86KDFKHQJ :DQJ DQG ;L[L =KX 3(YDOXD
&U\SWRFXUUHQF\ '"HYHORSPHQW $Eolihgy A lo@rnd HURIIRYWANY Rragtic€bPr@.F4. QJ -~
(September 7, 2021), https://doi.dr@/1093/police/paab059

. 7KH )LQDQFLDO $FWLRQ 7DVN )RUFH QG7JHUWRQHXWDN.QGVWFLQJI BHG
$VVRFLDWHG ZLWK 9LUWXDO $VVHWW )RUWHH )LIOR FbipO/wWFEMft RQ 7D
gafi.org/media/fatf/documents/recommendations/VirtualefsfRed-Flag-Indicators.gdfThe Financial Action Task

JRUFH )$7) S, QWHUQDWLRQDO 6WDQ®&DUBEVLRQ BRBAdhE DKNE@iis@®ERQH\ /D
BUROLIHUDWLRQ” 7KH JLQDQFLDO $FWLRQ 7 D MtNs://wwnRatfF H )4
gafi.org/media/fatf/documents/recommendations/pdfs/FATF%20Reendations%202012.pdf
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through cryptocurrencie¥.These sources can offer BiH recommendations to dasigimplement
measures to tackle the criminal and terrorist use of @cyptencies. Moreover, developing such
measures will result fundamental for the coumtrpdopt the(8V OHJLVODWLRQ RQ WKF
the 2019Directive on non-cash paymetit

Although these steps are fundamental elements to devealgipeacrime strategy, cyber awareness

and cyber trainings constitute the baseline to effectiveplement these measures. The necessity

of cybersecurity awareness and education in the fight agajibstcrime is deemed to be critical for

BiH.% 7KLV DSSOLHV QRW RQO\ WR FLWRGLHHW BX\S SIROAMRL Q/R % I
policies. Researchers have noted that the Centr&doication of Judges and Prosecutors and
Judicial Commission of BD dzsnot provide cybercrime-related programmigblence, an effective
cybercrime strategy would require BiH to provide its public eygés and law enforcement and
justice system agencies and bodies with cyber trainingybercrime. Citizens as well need to
develop more enhanced cyber awareness as they are key tdrg@dtercrime.

Implementing and governing NCSS

Once developed, the national cybersecurity strategy nieed® governed. As of this, ENISA
provides an effective managing approach which outlinesltee6 6 1V OLIHF\HBH HYLIXUH

PHASE 1 PHASE 4
Developing the Maintaining the
strategy strategy

Updating the (onfinuous
strategy improvement

Figure 4. National cybersecurity strategy's lifecycle

After developing and executing the NCSS, it is necessagyatuate whether its objectives have

been achieved. The ENISA assessment framework allows dioducting such an evaluation
through the analysis of the NCSS and of ®& XQWU\YV F\EHU FDSDELOLWLHV C
areas for improvemerit.

2 @\EHUFULPH 3URJUDPPH 2IILFH RIXW&H RRXGHLQQRI EHURBRIFXYUUHQFLHYV
2021),https://rm.coe.int/0900001680a2276b

¥ (XURSHDQ 3DUOLDPHQW DQG 7KH&RRKGALOHOWIHFW(QAHIRQ(ARQ t
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CEi32019L0713&from=EN

“6DELQD %DUDNRYLU DQG -DVPLQD REOBRRYIRWU +6RQAXIW 1R @ V4D Y7H I3 L6 W D W
%RVQLD DQG +Hibfjirhatioly L & DSécurity:  An International Journal32 (2015): 13154,
https://doi.orgl0.11610/isij.3205

95 i

Ibid.
% European Network and Information Security Agency (ENISNZSS Good Practice Guide : Designing and
Implementing National Cyber Security Strategies. (Heraklion: ENISA, 2016),

https://www.enisa.europa.eu/publications/ncss-good-pragtimke

“ (XURSHDQ 1HWZRUN DQG ,QIRUPDWLRQWLHFRXDOQWDSIHQO\LWLHE $\YHV
(European Network and Information Security Agency (ENISA), 2020),
https://www.enisa.europa.eu/publications/national-capigsiassessment-framework
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7KH (1,63TV UHSRUW OLNH WKH RWKHRWD DA HI3 FHaged RBEASK P H Q \
analysis, interviews with key stakeholders and best pescté European countries, thus offering

BiH a core document to consider when addressing cyberseclingyreport provides a National
Capabilities Assessment Framework (NCAF) which covers 1#&gtcabbjectives and is structured
around 4 main clusters (Figurp™%

P Cluster #1: Cybersecurity governance and standards
1. Develop a national cyber contingency plan
2. Establish baseline security measures
3. Secure digital identity and build trust in digital public services

P Cluster #2: Capacity-building and awareness

4. Organise cyber security exercises

5. Establish an incident response capability

6. Raise user awareness

7. Strengthen training and educational programmes

8. Foster R&D
9. Provide incentives for the private sector to invest in security measures
10. Improve the cybersecurity of the supply chain

P Cluster #3: Legal and regulatory
11. Protect critical information infrastructure, OES, and DSP
12. Address cyber crime
13. Establish incident reporting mechanisms
14. Reinforce privacy and data protection

P Cluster #4: Cooperation
15. Establish a public-private partnership
16. Institutionalise cooperation between public agencies
17. Engage in international cooperation

Figure 5. The 17 objectives covered by the NCAF developed by ENI

An agency for national cybersecurity

A final step BiH should take in the future is to creat@gency for national cybersecurity. Multiple
countries in the world have agencies or governmental bod#aged of cybersecurity. For instance,
France, Finland, and Germany have developed cybersecuritgieg®r centre¥. Similarly, non-
European countries, from the United Stites Singaporé* present cybersecurity agencies and
centres. These governmental entities serve numerous psrposluding coordination between
different national agencies and between public bodiestlaadrivate sector, the production of
strategic documents, and the development of cyber ave&sreaepaigns.

% |pid.

9 Olga Vakulyk etal. 3&\EHUVHFXULW\ DV D &RPSRQHRIWNRH Wihal BOSACLrR/Q@QMO 6 H F X
Sustainability Issue8, no. 3 (March 25, 2020): 784, https://doi.ordl0.9770/]ssi.2020.9.3(4)

10 Cybersecurity & INUDVWUXFWXUH 6HFXULW\ $JHQF\ &,6% IRH287 &,6%
https://www.cisa.gov/about-cisa

WIQ\EHU 6HFXULW\ $JHQF\ Rl 6LQJDSRUH &6RNIBE&EHEHU &85 X UylAWehidild H®IF\X E
(CSA), 2019https://www.csa.gov.sg/
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There are numerous examples among Western and nomiWestuntries that can provide BiH
with good practices and standards for establishing and orgamssinggency for national
cybersecurity. A recent example can be found in Ita\2021, the Italian government established
the Agency for National CybersecuritAdenzia per la cybersicurezza naziong®&CN)) by
Decree-Law 1% of June, no. 8%°% According to the legislation, the creation of theragyeserves
the following main purposes$?

X To address the vulnerabilities ICTs can suffer and timepact on both the public and
private sectors.

X To reassign competencies in the field of cybersecuritg @nsure more efficient
coordination.

X To build a more resilient and secure country in cyberspace

x To enact theRecovery and Resilience PIaiRRP}* by employing its resources to
strengthen the economic sector in the field of cylwerstsy.

X To redefine the Italian cybersecurity architecture.

The main functions and goals of the agency are the suggppublic and private actors to prevent
cyber incidents, the achievement of national and Eurogieategic autonomy in the digital sphere,
and the promotion of cybersecurity culture and awarefl@sBo achieve these objectives, the
agency presents a clear organisational struétire:

1. The national CSIRT monitors cyber incidents, raiset/egarnings and alerts, intervenes
when incidents occur, analyses risks, and enhances ayaeereess®’

2. The National Assessment and Certification Cengealuates and assesses ICT goods,
systems and services deemed to be esséfitial.

3. The National Coordination Centre for cybersecurityevelops European development
programmes to improve national cyber capabilitfés.

The General Director of the agency is named by the Rylmester, represents the agency and acts
as secretary of thdnterministerial Committee for Cybersecuritynder thePresidency of the
Council of Ministersthat provides advice and support and monitors the cybeltgegalicies.

2 $JHQ]LD SHU OD &\EHUVLFXUH]]D 1D]LREGBOMLBEUH]FBIHDLLAQ SO A5 JH (
G\EHUVHFXULW\@ ~ ZZZ DFQ JRY hittpg:/vDvivReh\goHt/G 0D U FK
¥ 3UHVLGHQ]D GHO &RQVLJOLREGGH1DGIQhA/A0ALIN. 82 (Bes(eed aw 14th of June 2021,
1R @ =~ ZZZ QRU P Dhté&/IWR. nbiiattiva.it/uri-res/N2Ls?urn:nir:stato:decrietgge: 2021 -08-4.
194 The Recovery and Resilience PIZRRP) is an Italian national plan to re-boost the esgnafter the Covid-19
pandemic. RRP is part of the European Union (EU) prograideé Generation EUWvhich allocates a total of 750
billion euros for European recovery after the pandemic asgigned to Italy a total of 191.5 billion euros. See:
https://www.europarl.europa.eu/thinktank/en/document/EPRS BRI(2021)6988dxt#¥%20absolute%20figures%
2C%20Italy%27s%20Recovery,)%2C%20including%20its%20loan%20component.
1 $JHQ]LD SHU OD &\EHUVLFXUH]]D & BdénRi®r2Q & Cybeksicurez&aNazdhaleq\Wwho We
ﬁ)ree— $IJHQF\ IRU 1DWLRQDO &\EHUVHFXHGW\[RU F K AtfsB/w@v.ddR . goLithi-BdrioH V V

Ibid.
W &RPSXWHU 6HFXULW\ ,QFLGHQW 5HVSRQ@WVHS7HIW® 08@,57F Vi&BN5IR W DWL I
2022 https://csirt.gov.it/chi-siamo
1 0LQLVWU\ RI (FRQRPLF 'HYHORSPHQWL ZR&HQWN ULRF DI L RHX WD LR@MHOH &
$VVHVVPHQW DQG &HUWLILFDWLRQ KBHQWYH®@RSPHUW VWILRFHMV HBR @B
https://atc.mise.gov.it/index.php/sicurezzal/cvcn
19 $JHQ]LD SHU OD &\EHUVLFXUH]]D 1D]LRQAEGHOML B0 H]PBIHDLLRQ BB AD5J H (
G\EHUVHFXULW\@ ~ ZZZ DFQ Z2R22hittpe:/vvivReh\gWwht/G 0D U FK
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The agency was created to meet pivotal necessitiesasutiie design and development of future
national cybersecurity strategies, the function of pointontact, and the need to certify cyber
infrastructures and assets. Most importantly, the agémsyalready accomplished fundamental
objectives. For instance, in 2021, the agency, togethén wie Department for Digital
Transformation published the national strategy for ttleud™*° Currently, this governmental body
is expanding its resources and stadf fulfil its objectives and further support Italian cyber
capabilities.

BiH could take the Italian case as an example to deviedopwin agency for cybersecurity in the
long-term. Such a body would facilitate the coordinatizetween the different governmental
institutions and play a fundamental role in the productibryber strategies and policies, thus
centralising the efforts in the cybersecurity field. Hoarethe development of this agency needs to
be preceded by the achievement of ithenediate-termand near-termobjectives. Otherwise, the
agency would not function properly, and its establishmentdcoonstitute a waste of sources,
energy, and time. If thenmediate andnear-termobjectives are accomplished, the creation of the
agency for national cybersecurity could be a pivotal tmolfurther implement the policies
previously adopted.

10" SDUWLPHQWR SHU OD 7UDVIRUPDOUR @K HUY WAXWH IDQ A 51HR@]D O HS H6 W
>6WUDWHJ\ &O R Xitfs:;/\&dSdis\i@ovazione.qov.it/1634299755-strategiacloudit. pdf.
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Conclusions and recommendations for future research

Cybersecurity is a strategic domain for BiH, impacting etous sectors of society, ranging from

the economy to law enforcementRZHYHU %L+ MV F\E HWdéde8bpad @idthetd V. D U
is a need for their overall improvemer®o L+ V QHHG WR VWUHQJIJWKHQ LWV F\I
imperative to ensure national security and public safetygate cyber threaischieve international

goals such as accessing the EU and NATO and meet int@@dat@mmitments.

Although BIiH has developed core legislation to address oyberty issues and its public
institutions are acting to mitigate cyber threats sasltybercrime, key gaps in cyber capabilities
remain. Particularly, a state CERT has not been dpedlyet, thus undermining cybersecurity and
hindering efforts to address cyber threats and improve cybebitiaps Moreover, the country has

not developed neither a state level cybersecurity strategyarstrategy against cybercrime. In
addition, public institutions are not conducting risk assesss of cyber Cls and cybersecurity

drills are almost inexistent. AsaresulgL+fV DSSURDFK WR F\EHandthéekx s LW\ L
well-informed and comprehensive framework. There is a lowl lef cyber awareness in both the

public and private sectors, thus exposing institutions, citizand, private companies to cyber
threats and risks.

Hence, BiH must take further steps to enhance its cyheigecapabilities. Particularly, BiH
policymakers should develop a comprehensive approach to cybéssebyr harmonising
legislation and aligning it with international standarelstablishing a state CERT, conducting risk
assessments of cyber Cls, and increasing general cybezr@sarin both the public and private
sectors. In addition, BiH political leadership needs talpce a national cybersecurity strategy to
GLUHFW WKH FRXQWU\TV HIIRHQVWKQHWKEHRNE HEBX/$IDW H D ¥ WHKIL-
way for future reforms and strategies. Finally, BiH decisiakens should consider the
establishment of a state agency for cybersecurity tadomie cyber efforts, promote cyber
awareness and refine the state cybersecurity architecture.

There is a need for further research to comprehensivallyssnother facets of cybersecurity in

BiH. Particularly, future studies should focus on four naieas of analysis. Firstly, research needs

to address the military and intelligence dimension of cywmensty in BiH, especially considering
%L+TV JRDO WR EHFRPH D 1 $stBol&sishélid tomprdieRs@QebyGihalyse the
UROH WKH (8 DQG (XURSHDQ FRXQWdLI+MV FDEHS CHD\SDE LVOAL W/t
especially on the legal sphera& WKH DGRSWLRQ RI WKH (81V .Ohirdly, VWD
researchers should explore the importance of cybeitedar % L +ifidustrial sector, paying
particular attention to the development of indigenousecyfirms that can support the colth

efforts in the building of cyber capabilities. Fourthfyture studies should concentrate on BiH
FLWL]I]HQVY F\EHU DZDUHQHVYV RE&QEkIQas ov Dyindmics sl & dalind L W D
hate speech and terrorist radicalisation affecting Biblividuals on social media. Future work
should adopt methodologies other than desk analysis suaiteagiews and public surveys to
identify key gaps in other sectors of society like thenecwy, healthcare, and the industrial sector.
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Lastly, future UHVHDUFK VKRXOG DOVR FRQVLGHKU %URDPVG HUE HRIWN
%DONDQVYT JHR SROLWLFDO ODYRWDBDSW R 6FSRHAFS.DIUARD @6 W+ 1 V' WF
GHYHORSPHQW ZLWK RWKHU :HVWHS8DE ZDL.ONIHMapR PEAEDVR U ILIq
opportunities for international cooperation. Once magieen the objective of numerous Western
%DONDQ FRXQWULHV WR MRLQ ERM K MWD (UF ID R® PHI7R2T \F R PESH
allow to find undetected gaps, explore new cooperatjgportunities, DQG IXUWKHU VXSSR
international aspirations.
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ANNEX A zQuestionnaire provided to BiH public institutions

1. Is cybersecurity a top priority for your institution?

0 Yes
o No

1.1.To be completed only if the answer to question 1 is "Yes'Does your institution have an
internal document regulating cybersecurity issues?

0 Yes
o No

2. Has your institution participated in courses, trainingsvorkshops to raise awareness and
knowledge about cybersecurity in the period from 2019 to 20227

o Yes
o No

2.1.To be completed only if the answer to question 2 is "Yes'How many of such events?

2.2.To be completed only if the answer to question 2 is "Yes'Please provide the name of
the organizer of these events:

3. Can you list relevant government documents relatedaersgcurity?

4. Question provided ONLY for police officers / investigators How many cybercrime cases
have you documented in the period from 2019 to 20217

2019. 2020. 2021.

5. Can you name some trends that characterize cybefcrime

6. Can you list some international standards regarding sstenity ?

7. Was your institution a victim of cyber-attacks in thequefrom 2019 to 2022?

o Yes
o No
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8. How would you assess the cyber capabilities of youturisin?

A. Excellent
B. Good
C. Average
D. Fair
E. Poor

9. In your opinion, how would you assess the awareness ofiBadns about cybersecurity?

A. Excellent
Good
Average
Fair

Poor

moow
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ANNEX B +Definitions?

Cybersecurity
The ability to protect or defend the use of cyberspace from cyberattacks.
Cyberspace

A global domain within the information environment consisting of the interdependent network of
information systems infrastructures including the Internet, telecommunications networks, computer
systems, and embedded processors and controllers.

Cyberattack

$Q DWWDFN YLD F\EHUVSDFH WDUJHWLQJ DQ HRIWGdtME ULVHY
disabling, destroying, or maliciously controlling a computing environment/infrastructure; or
destroying the integrity of the data or stealing controlled information.

Cyber awareness

Knowledge end-users have about the cyber threats and risks their networks can fabeuarizest
practices to guide their behaviours.

Cyber threat

Any circumstance or event with the potential to adversely impact organizational operations
(including mission, functions, image, or reputation), organizational assets, individuals, other
organizations, or the Nation through an information system via unauthorized access, destruction,
disclosure, modification of information, and/or denial of service.

Cyber risk

The risk of depending on cyber resources (i.e., the risk of depending on a sysystar elements
that exist in or intermittently have a presence in cyberspace).

Cybercrime

Any action by a state, group or criminal organisation facilitated by or using cyberspayziieay
another state.

11 The definitions are from the glossaries provided byNhtional Institute of Standards and Technology (NIST) and
the European Network and Information Security Agency (BM)IS See: https://csrc.nist.gov/glossary
https://www.enisa.europa.eu/publications/enisa-positionrpegred-opinions/enisa-overview-of-cybersecurity-and-
related-terminology
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ANNEX C =List of institutions that provided answers to the quesbnnaire

Bosnia and Herzegovina (BiH):

Directorate for Coordination of Police Bodies of Bosama Herzegovina
Ministry of Defence

Ministry of Security Agency for Education and Professidmaining
Ministry of Security Agency for Forensic and Expert Exaations
Ministry of Security border police

Ministry of Security Police Support Agency

Ministry of Security State Investigation and Protecégency

Federation of Bosnia and Herzegovina (FBIiH):
Bosnian-Podrinje Canton Ministry of Interior
Central Bosnian Canton Ministry of Interior
Federal Police Administration

Judicial Police

Posavina Canton Ministry of Interior

Sarajevo Canton Ministry of Interior

Tuzla Canton Ministry of Interior

Una-Sana Canton Ministry of Interior

West Herzegovina Canton Ministry of Interior
Zenica-Doboj Canton Canton Ministry of Interior

Republic of Srpska (RS):
Ministry of the Interior of the Republic of Srpska
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