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Executive Summary 

Organised crime groups (OCGs) across the Western Balkans have adopted artificial intelligence 

faster than law enforcement can respond. LLMs now generate flawless phishing content; voice 

cloning has enabled fraudulent transfers of  hundreds of  thousands of  euros; and AI-assisted 

drone surveillance supports drug smuggling routes. Crime-as-a-Service ecosystems have lowered 

the barrier to entry for sophisticated AI-enabled crime. INTERPOL estimates generative AI 

could quadruple global fraud losses by 2027. At the same time, AI offers law enforcement 

significant investigative advantages. Criminal network analysis tools map relationships and 

identify key actors within datasets too large for manual processing. Financial crime detection 

systems extract intelligence from unstructured reports with 84-96% accuracy. Europol’s 

operations against EncroChat and Sky ECC demonstrated AI’s capacity to extract actionable 

intelligence - names, locations, financial flows - from millions of  encrypted communications at 

scale. 

Effectiveness depends on governance, not technology alone. The EU AI Act (2024) classifies 

law enforcement AI as high-risk, mandating human oversight, data governance, and 

transparency. Persistent risks include algorithmic bias encoded through historically skewed 

enforcement data, legal tension between AI’s pattern-detection value and EU data protection 

requirements, and the danger of  uncritical judicial reliance on algorithmic outputs. Primary 

research conducted for this paper (a questionnaire to BiH law enforcement institutions 

understood to be the first such assessment made public in the country) confirmed zero AI 

capacity across all responding agencies, including SIPA, the Directorate for Police Coordination, 

Canton Sarajevo Police, and Bihać Police. The European Commission’s 2025 report places BiH 

at an early stage of  preparation in fighting serious organised crime, citing fragmented legislation, 

poor inter-agency coordination, and political capture of  law enforcement. Deploying AI systems 

within this environment would risk exacerbating these failures instead of  addressing them. 

Nevertheless, a gradual introduction of  specific tools such as CCTV analytics, AI-assisted 

translation, and facial recognition systems in controlled settings remains achievable through 

international cooperation and with appropriate legislation in place. 
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List of  abbreviations 

AI – Artificial Intelligence 

OCGs – Organised Crime Groups 

BiH – Bosnia and Herzegovina 

IOs – International Organisations 

EU – European Union 

INTERPOL – The International Criminal Police Organisation 

OSCE – Organisation for Security and Co-operation in Europe 
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Introduction 

Organised Crime Groups (OCGs) have rapidly adopted digital technologies to enhance their 

operations, exploiting encrypted communications, cryptocurrencies, and increasingly artificial 

intelligence to evade detection and scale illicit activities across borders. These developments 

reflect a broader transformation in which organised criminal activities and groups operate across 

joint online and offline environments rather than within clearly separable domains. In this 

context, digital technologies reshape not only criminal methods but also the organisation of  

criminal networks themselves, requiring law enforcement to adapt its investigative tools and 

approaches accordingly. Artificial intelligence has emerged as both a threat and an opportunity: 

whilst OCGs deploy AI to automate fraud, generate convincing deepfakes, and optimise money 

laundering networks, law enforcement agencies are beginning to employ AI systems to analyse 

criminal networks, trace illicit financial flows, and process vast quantities of  digital evidence. 

However, the integration of  AI into law enforcement operations raises significant questions 

about effectiveness, governance, accountability, and fundamental rights.1  

This paper examines the deployment of  artificial intelligence in combating organised crime, 

addressing both the opportunities and challenges this technology presents for law enforcement. 

It analyses how AI systems function in specific investigative contexts - criminal network analysis, 

financial crime detection, and integrated operational systems - whilst situating their use within 

European governance frameworks. The paper demonstrates that AI's value as an investigative 

tool depends fundamentally on the institutional, legal, and ethical contexts in which it operates. 

This study addresses a timely gap in existing research. Whilst scholarship on AI in law 

enforcement has grown considerably, it has focused predominantly on predictive policing, facial 

recognition, and algorithmic risk assessment. Comparatively little empirical research examines 

how AI functions in organised crime investigations specifically - how it supports network 

mapping, financial intelligence, and cross-border coordination. Moreover, as both OCGs and law 

enforcement rapidly adopt AI capabilities, there is urgent need for analysis that moves beyond 

abstract discussions of  AI ethics to examine concrete governance mechanisms appropriate for 

high-stakes investigative contexts. By analysing AI deployment across multiple investigative 

functions and situating this within European legal frameworks, this paper provides practitioners, 

policymakers, and oversight bodies with evidence-based guidance on AI's operational capabilities, 

limitations, and governance requirements. This is particularly relevant for countries developing 

national AI strategies for law enforcement or seeking to align their practices with EU standards. 

The problem this paper addresses is both urgent and underexamined: as OCGs accelerate their 

use of  AI, law enforcement agencies, particularly in countries like Bosnia and Herzegovina, face 

the risk of  falling behind. The question is not simply whether AI should be used in law 

enforcement, but how it can be introduced responsibly within appropriate legal frameworks.  

 

                                                
1 Di Nicola, A. (2022). Towards digital organized crime and digital sociology of  organized crime. Trends in organized 
crime, 1–20. Advance online publication. https://doi.org/10.1007/s12117-022-09457-y  

https://doi.org/10.1007/s12117-022-09457-y
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This research will adopt a qualitative approach as there is little information outlying how police 

forces in BiH use AI, most of  the secondary sources used are from a broader European level. 

Official documents from IOs qualitative study uses a mixture of  academic publications, official 

documents from the European Union (EU), INTERPOL, and other relevant organisations, 

official projects related to AI and its implementations for law enforcement will also be used as a 

guide. A questionnaire regarding the usage of  AI to combat OCGs has been developed and sent 

to BiH law enforcement institutions. The primary purpose of  this questionnaire was to firstly 

understand if  law enforcement organisations use AI and secondly assess the current state, 

awareness, capacity, and readiness of  Bosnia and Herzegovina’s public law enforcement 

institutions. The primary limitation of  this study comes from the methodology that has been 

adopted. Due to there being an extensively limited amount of  literature on this constantly 

developing topic, it is difficult to find a wide and diverse set of  academic studies to gain 

information from, especially by trying to keep it relevant to EU standards. It is worth noting that 

there is a large amount of  literature on AI crime but not on the usage of  AI to combat OCGs. 

The literature covered in this paper spreads across multiple disciplines such as law, criminology, 

security studies, and policy analysis. This literature matters to the wider topic as it helps to 

identify and explain a complex and emerging technology, especially on how it can be used for the 

benefit of  public safety against OCGs. Three overarching themes will be represented in this 

paper. Firstly, organised crime and how it has become networked and digitalised, then followed 

by the usage of  AI in police investigations against OCGs and finally identifying the ethical and 

governance challenges shaped by using AI in this field. Across all these themes, the consensus is 

that AI has been consistently framed as a tool to use in supporting decisions made by law 

enforcement and that it should not act alone.  

The paper proceeds through three substantive chapters before concluding with findings and 

strategic observations. The first chapter examines how OCGs and the international organisations 

countering them are transitioning to AI. The second chapter addresses institutional responses, 

norms, legislation, and investigative practices at the European level. The third and final chapter 

analyses the specific regional experience of  Bosnia and Herzegovina, drawing on the primary 

research conducted for this paper. 
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OCGs, International Organisations and the Transition to AI 

How Organised Crime Groups exploit AI 

OCGs have been able to adopt AI faster than law enforcement agencies. Danos identifies that 

criminal abuse of  AI has expanded rapidly as sophisticated AI models became more widely 

accessible, with open-source LLMs now available to anyone regardless of  their need for using 

the system. Europol's 2022 report on deepfakes and its 2023 assessment of  LLMs both 

predicted criminal exploitation patterns that have since materialised. Whilst most commercial AI 

systems include safety guardrails to prevent misuse, these protections can be circumvented or 

removed entirely when open-source models are run locally. Crime as a Service business models 

have accelerated criminal AI adoption, which have enabled fewer technical actors to purchase 

AI-powered tools from more sophisticated networks.2 

Kurshan et al. documents how generative AI has transformed the financial fraud business. LLMs 

now produce grammatically flawless phishing emails, thus eliminating the errors that could be 

previously identified as a warning sign. Voice cloning technology replicates speech from brief  

audio samples, enabling more advanced criminal fraud schemes. In one documented case, 

criminals used AI-generated voice recordings to authorise a fraudulent transfer of  220,000 euros. 

Synthetic identity fraud now uses AI-generated documents and profile images that can deceive 

both automated systems and human reviewers. Business email compromise attacks have 

reportedly grown by fifteen times since advanced language models became available. The authors 

also estimate that generative AI could quadruple global fraud losses by 2027.3 

X15 
Business email scams have grown 15 

times since advanced AI became 
available 

X4 
Global fraud losses could quadruple 

by 2027 

€220k 
Lost in one single fraud using a 

cloned voice recording 

 

Realistic phishing emails 
AI writes convincing scam emails with no spelling mistakes. 

Fake voices 
Criminals can now clone voices from short audio clips to trick people into transferring money 

Fake identities 
AI can create convincing fake IDs and profile photos that fool both computers and people 

Hacking tools built by AI 
Tools like WormGPT and FraudGPT write malware and attack code with no safety limits 

Phone and account hacking 
Criminals hijack phone numbers and exploit one time password systems to break into accounts 

 

Racoveanu highlights how deepfake technology has enabled crimes beyond financial fraud, now 

including blackmail and disinformation campaigns. High quality deepfakes are available on dark 

web marketplaces for as little as 140 euros.  

                                                
2 Dános, V. (2024). The AI-shift: how Europol is leveraging artificial intelligence to combat serious organised crime 
and terrorism. Belügyi Szemle, 72(9), 1699-1705.  11_Europol,+Dános+1699-1705+ENG.pdf  
3 Kurshan, E., Mehta, D., Bruss, B., & Balch, T. (2024). AI versus AI in financial crimes and detection: GenAI crime waves to 
co-evolutionary AI. arXiv. https://arxiv.org/abs/2410.09066  

file:///C:/Users/chris/Downloads/11_Europol,+DÃ¡nos+1699-1705+ENG.pdf
https://arxiv.org/abs/2410.09066
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Drug cartels use AI-controlled drones for surveillance and smuggling, whilst machine learning 

models assist in analysing border patrol patterns to identify the most optimal smuggling routes. 

AI enhanced satellite imagery now provides OCGs with real-time intelligence for planning 

operations that can avoid detection.4 

Deepfake videos 
Fake videos of  real people used for blackmail or to spread lies. Available online for as little as 274KM 

Drone smuggling 
Drug cartels use AI-controlled drones to move drugs and watch border controls 

Hiding dirty money 
AI designs transaction patterns that avoid the systems banks use to detect money laundering 

Kurshan et al. also identify cybersecurity vulnerabilities as enablers of  criminal activity. Mobile 

device security represents a single point of  failure, with zero-day attacks and SIM hijacking 

enabling account takeover fraud. One-time password systems also remain vulnerable due to 

specialised trojans and phishing initiated bots. Criminals employ account priming tactics, 

gradually establishing normal usage patterns before initiating fraudulent activity for the purpose 

of  evading behavioural profiling systems. Money Laundering as a service has emerged as a 

business model being increasingly used by OCGs, with higher paying clients receiving access to 

more dispersed mule networks and transaction patterns designed to evade detection algorithms. 

Malicious AI tools built explicitly for crime, including WormGPT and FraudGPT, write malware 

and generate attack content.5 

Interpol's 2024 assessment describes Crime-as-a-Service ecosystems in which criminal groups 

sell tools and expertise as commoditised services. These networks operate across borders with 

organisational structures that resemble legitimate technology firms. Some criminal organisations 

now function as what observers describe as 'criminal Silicon Valleys,' recruiting technical talent 

and investing heavily in AI research to maintain their advantage over law enforcement detection 

systems.6 

AI tools are freely available 
Open-source AI models can be downloaded by anyone and run without the built-in safety limits that commercial 

products have 

Crime is sold as a service 
Sophisticated criminal networks sell ready-made AI tools to less technical criminals 

Criminal organisations act like tech companies 
Some groups hire AI researchers and invest heavily in development 

 

 

 

 

 

                                                
4 Racoveanu, C. (2024). Artificial Intelligence—A Double-Edged Sword. Organized Crimes AI vs Law 
Enforcements AI. In Proc. Int. Conf. Bus. Excell (Vol. 18, pp. 507-517). picbe-2024-0044.pdf  
5 Ibid 
6 INTERPOL. (2024). INTERPOL Global Financial Fraud Assessment. 
https://www.interpol.int/content/download/21096/file/24COM005563-01%20-
%20CAS_Global%20Financial%20Fraud%20Assessment_Public%20version_2024-03_EN_v3.pdf 

https://reference-global.com/download/article/10.2478/picbe-2024-0044.pdf
https://www.interpol.int/content/download/21096/file/24COM005563-01%20-%20CAS_Global%20Financial%20Fraud%20Assessment_Public%20version_2024-03_EN_v3.pdf
https://www.interpol.int/content/download/21096/file/24COM005563-01%20-%20CAS_Global%20Financial%20Fraud%20Assessment_Public%20version_2024-03_EN_v3.pdf
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International Organisations and the Transition to AI 

Europol has begun deploying AI to dismantle encrypted communication platforms used by 

criminals, with documented successful operations against EncroChat and Sky ECC in which AI 

models identified millions of  images and extracted identifiable information including names, 

phone numbers, locations, and financial account details from text in these applications.7 AI 

enables law enforcement to map connections between people and events across high-volume 

data that would require extensive time to process manually.8 Collaborative infrastructure has been 

developed including a Tools Repository for sharing AI tools to combat crime, an Innovation Lab 

enabling joint development projects, and a Clearing Board for innovation.9 The EU AI Act 

prompted institutional responses including compliance checkers and accountability frameworks 

designed to assist law enforcement agencies in meeting EU regulatory standards.10 International 

projects involving agencies across multiple countries reflect parallel efforts to identify shared 

technology needs across areas including open-source intelligence and cross-border 

investigations.11 

INTERPOL's Artificial Intelligence Toolkit, developed with UNICRI and EU financial support, 

provides comprehensive guidance for institutionalising responsible AI innovation.12 The toolkit 

comprises seven resources: primary guidance documents (introduction to responsible AI 

innovation, principles, organisational roadmap), practical tools (organisational readiness 

assessment, risk assessment questionnaire), and supporting documents (technical reference book, 

responsible AI innovation workbook).13 These provide theoretical foundations based on human 

rights law, ethics, and policing principles, plus practical implementation tools at each AI journey 

stage.14 

Core principles for responsible AI innovation apply to all AI system uses and lifecycle stages, 

adaptable to different contexts whilst promoting good practices. The toolkit recommends full 

application of  its guidance when AI pertains to core law enforcement functions (protecting 

community, preventing and investigating crime, ensuring justice), when risk assessments identify 

medium to extremely high risks, or when low-risk systems present human rights concerns. AI 

should augment rather than replace human decision-making, supporting investigative judgment 

rather than automating it. The toolkit was developed through an inclusive process: a Core Group 

of  fifty-six experts from thirty countries, consultations with law enforcement and criminal justice 

practitioners, global public opinion surveys, peer review by over thirty experts, and testing by 

agencies from fifteen countries, reflecting recognition that public engagement and transparency 

are vital to responsible AI innovation. 

                                                
7 Dános, V. (2024). The AI-shift: how Europol is leveraging artificial intelligence to combat serious organised crime 
and terrorism. Belügyi Szemle, 72(9), 1699-1705.  11_Europol,+Dános+1699-1705+ENG.pdf 
8 Ibid 
9 Ibid 
10 Ibid 
11 Ibid 
12 INTERPOL. (2023). Artificial intelligence toolkit: Empowering police to leverage artificial intelligence responsibly . INTERPOL. 
Artificial Intelligence Toolkit 
13 Ibid 
14 Ibid 

file:///C:/Users/chris/Downloads/11_Europol,+DÃ¡nos+1699-1705+ENG.pdf
https://www.interpol.int/en/How-we-work/Innovation/Artificial-Intelligence-Toolkit
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The OSCE Mission to Bosnia and Herzegovina supported initiatives promoting intelligence-led 

policing methodologies. A 2024 workshop promoted consistent intelligence-led policing 

application, bringing together practitioners to develop shared understandings of  intelligence 

analysis and information sharing. 2025 training on open-source intelligence equipped police to 

tackle security threats, whilst a human intelligence workshop strengthened intelligence-led 

policing through improved interview techniques and intelligence gathering from human 

sources.15 Whilst not directly addressing AI deployment, these establish foundations for 

sophisticated analytical capabilities and inter-agency cooperation necessary for responsible AI 

adoption.16 

Institutional Responses, Legislation, Norms, Limitations and 

Practices 

European Legal and Regulatory Frameworks 

The EU Artificial Intelligence Act, which entered into force in August 2024, establishes a risk-

based regulatory approach classifying AI systems according to their impact on safety and 

fundamental rights. AI systems for law enforcement are categorised as high-risk under Annex 

III, requiring risk management systems throughout the lifecycle, data governance ensuring 

training datasets are relevant and error-free, technical documentation demonstrating compliance, 

automatic record-keeping of  risk-relevant events, instructions for deployers, human oversight 

design, and appropriate accuracy, robustness, and cybersecurity. Certain applications are 

prohibited entirely: manipulative techniques distorting behaviour, exploiting age or disability 

vulnerabilities, social scoring, assessing criminal risk solely through profiling, untargeted facial 

recognition database compilation, workplace emotion inference except for medical purposes, and 

biometric categorisation inferring sensitive attributes. Real-time remote biometric identification 

in public spaces is prohibited except for targeted searches for missing persons or trafficking 

victims, preventing imminent threats to life, or identifying suspects in serious crimes including 

murder, armed robbery, narcotics trafficking, and organised crime. Even these exceptions require 

fundamental rights impact assessments, EU database registration, and judicial or administrative 

authorisation before deployment. 

The European Commission's 2025 response to parliamentary questions on AI and organised 

crime emphasises a multi-pronged approach: requiring high-risk AI developers to implement risk 

management under the AI Act, funding research through Horizon to equip law enforcement 

with tools combating AI-related crimes, and collaborating with technology companies to detect 

                                                
15 OSCE Mission to Bosnia and Herzegovina. (2025). Workshop on human intelligence strengthens intelligence-led policing in 
Bosnia and Herzegovina [News item]. Organization for Security and Co-operation in Europe. Workshop on Human 
Intelligence Strengthens Intelligence-led Policing in Bosnia and Herzegovina | OSCE Mission to Bosnia and 
Herzegovina  
16 OSCE Mission to Bosnia and Herzegovina. (2025). Training on open-source intelligence equips police in BiH to tackle 
security threats [News item]. Organization for Security and Co-operation in Europe. Training on Open-Source 
Intelligence Equips Police in BiH to Tackle Security Threats | OSCE Mission to Bosnia and Herzegovina 

https://bih.osce.org/mission-to-bosnia-and-herzegovina/601146
https://bih.osce.org/mission-to-bosnia-and-herzegovina/601146
https://bih.osce.org/mission-to-bosnia-and-herzegovina/601146
https://bih.osce.org/mission-to-bosnia-and-herzegovina/598207
https://bih.osce.org/mission-to-bosnia-and-herzegovina/598207
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and respond to criminal AI abuse.17 Following the EU Internal Security ProtectEU Strategy and 

High-Level Group recommendations on data access, the Commission presented a roadmap 

ensuring law enforcement authorities have effective and lawful data access, supporting better 

detection, prevention, and investigation of  digital crimes and AI misuse whilst addressing 

emerging technologies concealing digital footprints.18 

AI in Criminal Network Analysis 

Organised crime groups increasingly operate as fluid networks rather than rigid hierarchies, 

presenting significant challenges for investigators attempting to map their structures and identify 

key actors. Di Nicola argues that modern OCGs exist across a spectrum between purely online 

cybercrime groups and traditional offline networks, with most groups now operating in hybrid 

forms that blend both dimensions. Criminal networks constantly reconfigure themselves in 

response to enforcement pressure and criminal opportunity, making it difficult to apply 

traditional investigative methods designed for hierarchical organisations. The volume and 

complexity of  data required to understand these networks—communications records, financial 

transactions, movement patterns, and associations across borders—exceeds what investigators 

can process manually. AI tools have become essential for identifying patterns and connections 

within datasets that would otherwise remain opaque.19 

Traditional hierarchical models of  organised crime are giving way to more decentralised, flexible 

networks that can operate across both physical and digital spaces. These OCGs even stretch 

across jurisdictions and national borders, making them even more difficult to navigate and 

combat. Recent research has introduced the Least Squares Genetic Programming (LSGP) system 

which can detect areas with multiple crimes and help link criminal incidents, providing a method 

to detect whether crimes are standalone events or part of  a wider OCG.20 This temporal 

dimension has been extended through the development of  Large Language Model (LLM) driven 

datasets that analyse neighbourhood and street crimes, allowing for spatiotemporal analysis of  

crime distributions on a very localised level.21 This enables law enforcement to identify high 

crime areas and prepare for possible OCG expansion into other areas. 

Machine learning and computer vision techniques have been employed to analyse OCGs by 

integrating data from surveillance cameras, public records, and social media to find relationships 

between criminal actors and detect indicators of  organised crime.22 AI has been identified as 

essential for detecting hidden connections and indicators between social media, surveillance 

footage, and the dark web, with semantic integration transforming these data sources into 

                                                
17 European Parliament. (2025). Answer to written question E-001832/25 by Dan-Ştefan Motreanu, on behalf  of  the European 
Commission, answered by Magnus Brunner (Document E-10-2025-001832-ASW). European Parliament. Parliamentary 
question | Answer for question E-001832/25 | E-001832/2025(ASW) | European Parliament  
18 Ibid 
19 Di Nicola, A. (2022). Towards digital organized crime and digital sociology of  organized crime. Trends in organized 
crime, 1–20. Advance online publication. https://doi.org/10.1007/s12117-022-09457-y  
20 Rademacher, T. (2020). Artificial Intelligence and Law Enforcement. In: Wischmeyer, T., Rademacher, T. (eds) 
Regulating Artificial Intelligence. Springer, Cham. https://doi.org/10.1007/978-3-030-32361-5_10  
21 Zhang Y, Kwan M-P, Fang L (2025) An LLM driven dataset on the spatiotemporal distributions of  street and 
neighborhood crime in China. Sci Data. https://doi.org/10.1038/s41597-025-04757-8  
22 Shah N, Bhagat N, Shah M (2021) Crime forecasting: a machine learning and computer vision approach to crime 
prediction and prevention. Vis Comput Ind Biomed Art. https://doi.org/10.1186/s42492-021-00075-z  

https://www.europarl.europa.eu/doceo/document/E-10-2025-001832-ASW_EN.html
https://www.europarl.europa.eu/doceo/document/E-10-2025-001832-ASW_EN.html
https://doi.org/10.1007/s12117-022-09457-y
https://doi.org/10.1007/978-3-030-32361-5_10
https://doi.org/10.1038/s41597-025-04757-8
https://doi.org/10.1186/s42492-021-00075-z
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actionable knowledge for law enforcement.23 Visual models such as facial, activity, and object 

recognition technologies assist in identifying members of  OCGs and suspicious activities, 

though research emphasises the importance of  constant feedback to improve AI accuracy.24 

Studies demonstrate that effective intelligence on OCGs depends on synthesising multiple data 

sources rather than analysing any single source alone25. This approach has been extended to the 

detection of  suspicious activity from CCTV, law enforcement body cameras, and video streams 

that are too large for manual monitoring, using deep learning technology such as 3D-ResNet to 

identify actions by both humans and vehicles.26 These AI systems extract features from videos 

and classify them into activities, enabling identification of  suspicious behaviour as it happens and 

supporting quicker law enforcement response times, risk assessments, and surveillance 

operations whilst reducing workload for human operators. 

The VALCRI project developed AI-supported tools specifically designed to address the 

challenges faced by criminal intelligence analysts investigating organised crime. The system 

integrates over 75 software components combining advanced data processing, machine learning 

algorithms, and visualisation functions to facilitate analytic reasoning. Criminal intelligence 

analysts face several obstacles that AI tools help to address: large volumes of  heterogeneous data 

from multiple sources, often missing or ambiguous information, the need to repeatedly access 

and reorganise data, and lack of  functional integration between existing tools. VALCRI's 

network evolution tools enable investigators to visualise how criminal networks develop over 

time, identifying stable relationships within otherwise fluid structures. The Associative Search 

function identifies new associations or links between criminal entities by exploiting information 

about criminal behaviour, modus operandi, geographical and temporal proximity, and 

associations between unsolved crimes and known offenders to generate suspect lists. This 

approach reflects a broader understanding of  how analysts actually work, supporting different 

reasoning strategies depending on the stage of  investigation.27 

Financial Crime Detection 

The integration of  AI into law enforcement operations fundamentally changes the scale and 

scope of  investigative capabilities rather than introducing entirely new functions. Research 

identifies four categories where AI enhances law enforcement capacity: video surveillance 

through facial and behaviour recognition systems, audio analysis, chemical detection for drugs 

                                                
23 Demestichas, K., Alexakis, T., Peppes, N., Remoundou, K., Loumiotis, I., Muller, W., & Avgerinakis, K. (2021). 
Detection of  irregularities and abnormal behaviour in extreme-scale data streams. In B. Akhgar, G. P. Epiphaniou, 
D. R. Yates, & B. K. G. Tan (Eds.), Technology development for security practitioners: Security informatics and law enforcement (pp. 
135–147). Springer.  
24 Ibid 
25 Ibid 
26 Gkountakos, K., Ioannidis, K., Tsikrika, T., Vrochidis, S., & Kompatsiaris, I. (2021). Visual recognition of  
abnormal activities in video streams. In B. Akhgar, B. Staniforth, & B. P. A. van de Walle (Eds.), Technology development 
for security practitioners, security informatics and law enforcement (pp. 151–165). Springer Nature 
27 VALCRI consortium. (2018). VALCRI project periodic report 3: Final report covering periods 1–3, May 2014–June 2018 
[PDF]. CORDIS. final1-valcri-periodic-report-3-28-jun-2018.pdf  

https://cordis.europa.eu/docs/results/608/608142/final1-valcri-periodic-report-3-28-jun-2018.pdf
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and explosives, and data mining that scans social media accounts, financial transactions, and 

other databases.28  

Human officers can perform all these tasks, but AI operates simultaneously across multiple 

locations with perfect memory and without fatigue—capabilities humans struggle to match.29 

However, studies caution that deploying AI within imperfect law enforcement systems risks 

perpetuating biased policing through discriminatory training data, whilst potentially making 

existing biases within law enforcement forces more visible and therefore addressable.30 This 

categorisation has been developed further through the distinction between location-based AI 

applications that predict where and when crimes are statistically likely to occur, and person-based 

systems that identify individuals likely to be offenders or victims.31 Financial crime detection 

tools employing natural language processing to extract intelligence from unstructured police 

reports have demonstrated between 84-96 per cent accuracy in identifying people, locations, 

criminal activities, and dates, thereby converting large document files into usable intelligence 

information and reducing the analytical burden on investigators.32 

Research examining AI's role in financial crime identifies not only its detection capabilities but 

also its use in perpetrating crimes, documenting an escalating technological arms race between 

criminal innovation and law enforcement response.33 OCGs deploy AI to execute financial 

crimes including phishing, identity fraud, and voice or video cloning, leading to increased volume 

and speed of  financial crime whilst making detection significantly more difficult.34 To combat 

these evolving challenges, literature argues for law enforcement adoption of  co-evolutionary AI 

detection systems that adapt in response to criminal innovation, maintaining effectiveness as 

criminal tactics change.35 This dynamic represents a fundamental shift from static rule-based 

detection to adaptive systems that learn from criminal behaviour patterns. 

Pastor et al. emphasise that effective use of  AI in criminal network analysis requires integration 

of  strategic intelligence with operational intelligence. Their COPKIT framework links early 

warning capabilities with early action, allowing law enforcement to anticipate emerging criminal 

behaviours and respond proactively. Machine learning algorithms analyse diverse datasets to 

reveal hidden networks, but the effectiveness of  these systems depends on expert knowledge to 

ensure that outputs are accurate and interpretable. The authors stress that intelligence-led 

policing supported by AI must operate within ethical and legal standards, maintaining 

transparency and accountability in how organised crime groups are targeted.  

                                                
28 Rademacher, T. (2020). Artificial Intelligence and Law Enforcement. In: Wischmeyer, T., Rademacher, T. (eds) 
Regulating Artificial Intelligence. Springer, Cham. https://doi.org/10.1007/978-3-030-32361-5_10  
29 Ibid 
30 Ibid 
31 Sarzaeim, P., Mahmoud, Q. H., Azim, A., Bauer, G., & Bowles, I. (2023). A Systematic Review of  Using Machine 
Learning and Natural Language Processing in Smart Policing. Computers, 12(12), 255. 
https://doi.org/10.3390/computers12120255  
32 Ibid 
33 Kurshan, E., Mehta, D., Bruss, B., & Balch, T. (2024). AI versus AI in financial crimes and detection: GenAI crime waves to 
co-evolutionary AI. arXiv. https://arxiv.org/abs/2410.09066  
34 Ibid 
35 Ibid 

https://doi.org/10.1007/978-3-030-32361-5_10
https://doi.org/10.3390/computers12120255
https://arxiv.org/abs/2410.09066


CENTRE FOR SECURITY STUDIES 

10 

Human oversight remains essential to prevent AI systems from reinforcing existing investigative 

biases or targeting individuals based on patterns that lack genuine predictive value.36 

Ethical, Legal, and Governance Challenges 

The efficiency gains AI offers are consistently qualified in the literature by serious concerns 

about governance, bias, transparency, and fundamental rights. Central among these concerns is 

algorithmic bias. Research identifies three sources of  bias: data coverage bias that comes from 

over policing certain communities, data richness bias that reflects inequalities within crime 

reporting in different areas, and algorithmic bias that arises from training data that fails to 

capture the diversity of  criminal behaviour.37 The implications of  this are significant. If  AI tools 

are trained on historically biased law enforcement data, they will encode and automate those 

biases at scale while appearing objective.38 Scholars conclude that AI should make biases visible 

as it is an opportunity to help develop law enforcement and end biases.39 

Studies identify that AI operates at its best when used for detecting patterns across large volumes 

of  datasets without prior suspicion.40 However, EU data protection laws require there to be 

suspicion before AI surveillance can be used.41 The CJEU has ruled that data retention for an 

unknown future purpose is illegal. This heavily constrains the effectiveness of  AI regarding its 

pattern detection capabilities, which scholars have identified is how AI is most valuable. 

Literature argues this raises a democratic question about whether societies want to permit the 

enforcement AI enables, or whether preserving some non-enforcement serves democratic 

values.42  

Beyond data protection constraints, scholars identify concerns regarding AI's compatibility with 

core principles of  criminal law and procedure. Research warns that AI assessments can contain 

biases or errors that remain undetected, and where judicial actors lack technical literacy to 

interrogate algorithmic outputs, there is serious risk of  over-reliance on AI assessments.43 Courts 

must retain independent evaluative authority rather than deferring to technological outputs they 

cannot meaningfully examine.44 Studies extend these concerns by identifying fundamental 

inadequacies in criminal law frameworks, showing that traditional theft and fraud statutes 

                                                
36 Pastor, R., Mignet, F., Mattes, T., Gurzawska, A., Nitsch, H., & Wright, D. (2021). COPKIT: Technology and 
Knowledge for Early Warning/Early Action-Led Policing in Fighting Organised Crime and Terrorism. In Technology 
Development for Security Practitioners (pp. 121-133). Cham: Springer International Publishing. 978-3-030-69460-9.pdf  
37 Sarzaeim, P., Mahmoud, Q. H., Azim, A., Bauer, G., & Bowles, I. (2023). A Systematic Review of  Using Machine 
Learning and Natural Language Processing in Smart Policing. Computers, 12(12), 255. 
https://doi.org/10.3390/computers12120255  
38 Ibid 
39 Ibid 
40 Rademacher, T. (2020). Artificial Intelligence and Law Enforcement. In: Wischmeyer, T., Rademacher, T. (eds) 
Regulating Artificial Intelligence. Springer, Cham. https://doi.org/10.1007/978-3-030-32361-5_10  
41 Ibid 
42 Ibid 
43 Mahmutović, Dž., Milanović, S. & Ibrić, I. (2025). THE JUDICIARY AND ARTIFICIAL INTELLIGENCE: 
THE BOSNIA AND HERZEGOVINA CRIMINAL LAW PERSPECTIVE. Hrvatski ljetopis za kaznene znanosti i 
praksu, 32 (1), 93-122. https://doi.org/10.54070/hljk.32.1.4 
44 Ibid 

file:///C:/Users/chris/Downloads/978-3-030-69460-9.pdf
https://doi.org/10.3390/computers12120255
https://doi.org/10.1007/978-3-030-32361-5_10
https://doi.org/10.54070/hljk.32.1.4


Artificial Intelligence as a Tool Against Organised Crime: Law Enforcement Uses, Governance Challenges and Strategic 
Implications│2026 

11 

designed for physical property fail to address AI-enabled crimes.45 This creates need for legal 

frameworks specialised in covering digital realms, whilst the challenges of  cross-border crimes, 

where evidence legal in one country may not be in another, underscore the importance of  

increased international cooperation.46 

The cost and complexity of  financial crime compliance continue to rise, often without 

measurable improvements in effectiveness. Global financial crime compliance expenditures 

exceeded USD 200 billion in 2023, roughly 5–10 per cent of  estimated illicit financial flows, with 

costs particularly concentrated in customer due diligence and transaction monitoring. 

$200B+ 

Spent globally on financial crime 

compliance 

5-10% 

Of  estimated illicit financial flows 

that compliance spending represents 

<1% 

Of  illicit funds seized 

Axelsen et al. describe how agentic AI systems can automate core financial crime compliance 

processes including onboarding, transaction monitoring, alert triage, investigation, and reporting, 

whilst emphasising explainability and compliance-by-design. Using artifact-centric modelling, 

these systems assign clearly bounded roles to autonomous agents and enable task-specific model 

routing with full audit logging. The approach addresses a systemic tension: regulatory pressure 

often outpaces organisations' ability to integrate insights and take meaningful action, whilst 

enforcement outcomes remain limited with global seizure rates estimated below 1 per cent.47 

Kafteranis et al. emphasise that AI tools hold the potential to assist investigators in analysing 

large amounts of  data quickly and accurately, identifying patterns and insights that may be 

significantly more difficult to discern manually. However, law enforcement AI raises concerns 

about possible negative effects including algorithmic bias, non-explainable reasoning, and risks 

of  mass surveillance. The authors argue that a comprehensive legal framework is essential, 

combining data protection requirements under the Law Enforcement Directive with 

fundamental rights safeguards. AI systems intended for law enforcement must comply with 

requirements including risk management, use of  high-quality training data, technical 

documentation, logging capabilities, design enabling interpretability, human oversight, and 

robustness. These safeguards represent an important step towards ensuring that AI systems used 

in financial crime investigations do not perpetuate biases or discriminate against certain 

individuals or groups.48 

 

                                                
45 Artificial Intelligence Crimes. (2023). Academic Journal of  Interdisciplinary Studies, 12(1), 
143. https://doi.org/10.36941/ajis-2023-0012  
46 Ibid 
47 Axelsen, H., Licht, V., & Damsgaard, J. (2025). Agentic AI for financial crime compliance (arXiv:2509.13137) [Preprint]. 
arXiv. 2509.13137  
48 Kafteranis, D., Sachoulidou, A., & Turksen, U. (2023). Artificial intelligence in law enforcement settings: AI solutions for 
disrupting illicit money flows. eucrim – European Journal of  Crime, Criminal Law and Criminal Justice, 1(2023), 60–66. 
Artificial Intelligence in Law Enforcement Settings - eucrim   

https://doi.org/10.36941/ajis-2023-0012
https://arxiv.org/pdf/2509.13137
https://eucrim.eu/articles/artificial-intelligence-in-law-enforcement-settings/
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Integrated Systems 

The CEASEFIRE project demonstrates how comprehensive AI systems can address multiple 

dimensions of  organised crime simultaneously. Developed through collaboration between law 

enforcement agencies, research organisations, and technology partners across Europe, 

CEASEFIRE integrates advanced AI tools to combat illicit firearms trafficking by addressing 

both online and offline aspects of  the problem. The system encompasses cyber-patrolling tools 

for Surface Web and Dark Web analysis using natural language understanding to detect firearms-

related content, machine learning for blockchain and cryptocurrency analysis to track financial 

flows, visual recognition systems for identifying firearms in X-ray scans of  parcels and on-site at 

crime scenes, and information fusion capabilities that correlate cyberphysical traces to link digital 

evidence with physical entities. This architecture illustrates how AI can simultaneously support 

network analysis, financial investigation, and evidence processing within a single operational 

framework.49 

Europol's 2024 Internet Organised Crime Threat Assessment highlights the fragmented and 

multiplied cybercriminal landscape that law enforcement agencies now face. Recent operations 

have caused ransomware groups to splinter and rebrand, whilst continuous takedowns of  Dark 

Web forums and marketplaces have shortened the lifecycle of  criminal platforms. This instability, 

combined with the surge in existing scams, has contributed to a multiplication of  cyber threats 

that require more sophisticated analytical capabilities. The cybercriminal landscape comprises 

both lone actors and organised networks offering a wide range of  illicit services, with AI and 

machine learning becoming standard tools for cybercriminals. The report identifies key trends 

including increased targeting of  small and medium-sized enterprises due to weaker cyber 

defences, persistent phishing and business email compromise schemes, and growing use of  

cryptocurrencies across various crime areas. Multi-layered extortion tactics are increasingly 

common, with stolen data at risk of  being published or auctioned, creating ongoing re-

victimisation threats. 

The integration of  AI into law enforcement operations raises fundamental questions about 

governance and accountability. The ALIGNER project developed a Fundamental Rights Impact 

Assessment framework specifically designed to support law enforcement agencies in evaluating 

AI systems before deployment. The framework consists of  two complementary components: a 

Fundamental Rights Impact Assessment template covering 17 challenges related to presumption 

of  innocence, fair trial rights, equality and non-discrimination, freedom of  expression, and 

privacy and data protection; and an AI System Governance template with 43 minimum standards 

addressing human autonomy, transparency, diversity, non-discrimination, democracy and societal 

wellbeing, privacy and data governance, technical robustness, and accountability. This approach 

recognises that effective governance requires multidisciplinary teams of  legal, operational, and 

ethical experts to conduct assessments throughout the entire lifecycle of  AI technology, 

reflecting changes in both the system's functioning and its deployment circumstances.  

                                                
49 Cani, J., Mademlis, I., et al. (2024). CEASEFIRE: An AI-powered system for combatting illicit firearms trafficking. arXiv 
preprint. 2406.14949  

https://arxiv.org/pdf/2406.14949
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Such frameworks represent essential safeguards for ensuring that AI tools intended for law 

enforcement purposes respect fundamental rights whilst enhancing investigative capabilities.50 

Judicial Capacity and AI Governance 

OSCE trial monitoring across the Western Balkans (July 2021-June 2024) identified significant 

capacity gaps in judicial responses to serious organised crime with direct implications for AI 

governance. Monitoring across Albania, Bosnia and Herzegovina, Kosovo, Montenegro, North 

Macedonia, and Serbia evaluated judicial effectiveness across fairness and due process, timeliness 

and efficiency, capacity and performance, and strategic use of  judicial tools. Judicial systems 

struggle with complex financial crime cases, frequently lack specialised knowledge to assess 

evidence, and face challenges applying international legal cooperation mechanisms. Assessment 

focused on judicial act quality, emphasising coherent reasoning as safeguard against arbitrariness. 

Flawed or unconvincing reasoning may signal incompetence, legal framework issues, deficient 

training programmes, or non-legal considerations by judges or prosecutors.51 

These findings underscore that introducing AI capabilities without addressing fundamental 

capacity weaknesses risks exacerbating problems. Courts and prosecutors require training in 

understanding how AI-generated intelligence and evidence should be evaluated, what weight it 

merits, and what scrutiny standards apply. Without this capacity, AI outputs may be accepted 

uncritically, undermining criminal justice processes. The monitoring identified insufficient inter-

agency coordination, gaps in specialised training for technology-facilitated crimes, and 

weaknesses in asset seizure mechanisms essential for comprehensive organised crime responses.52 

The AIRE Centre's Eighth Judicial Forum for BiH highlighted expert warnings that judicial 

systems face challenges adapting to AI-enabled crime whilst ensuring law enforcement AI 

deployment respects fundamental rights. Without adequate judicial capacity to scrutinise AI 

systems and outputs, AI risks becoming a tool for circumventing rather than strengthening rule 

of  law protections. The forum identified needs for specialised training programmes, judicial 

guidelines for assessing AI-derived evidence, and expert panels providing technical assistance to 

courts.53 

                                                
50 ALIGNER project. (2024). Towards a more secure Europe: Fundamental Rights Impact Assessment (AFRIA) flyer [PDF]. 
ALIGNER. ALIGNER_Flyer_AFRIA.pdf  
51 Patsea, E., Cotici, R., Smith Hrle, M., Kamenica, E., Sanginov, K., & Petutschnig, F., et al. (2024). Evaluating the 
effectiveness of  judicial responses to serious organised crime and corruption: The Western Balkans trial monitoring report [PDF]. 
Organization for Security and Co-operation in Europe. Public Report_for publication_ENG  
52 OSCE Mission to Bosnia and Herzegovina. (2024). OSCE Mission workshop promotes the consistent application of  
intelligence-led policing to enhance combatting crime in BiH [News item]. Organization for Security and Co-operation in 
Europe. OSCE Mission Workshop Promotes the Consistent Application of  Intelligence-Led Policing to Enhance 
Combatting Crime in BiH | OSCE Mission to Bosnia and Herzegovina 
53 AIRE Centre – Western Balkans. (2024). Eighth Judicial forum for BiH: Experts warn of  technology (ab)use for organised 
crime [News item]. Eighth Judicial forum for BiH: Experts warn of  technology (ab)use for organised crime - AIRE 
Centre WB  

https://aligner-h2020.eu/wp-content/uploads/ALIGNER_Flyer_AFRIA.pdf
https://www.osce.org/sites/default/files/f/documents/4/4/570156_1.pdf
https://bih.osce.org/mission-to-bosnia-and-herzegovina/568906
https://bih.osce.org/mission-to-bosnia-and-herzegovina/568906
https://airewb.org/eighth-judicial-forum-for-bih-experts-warn-of-technology-abuse-for-organized-crime/
https://airewb.org/eighth-judicial-forum-for-bih-experts-warn-of-technology-abuse-for-organized-crime/


CENTRE FOR SECURITY STUDIES 

14 

Bosnia and Herzegovina Context: Institutional Weaknesses and 

Capacity Building 

Bosnia and Herzegovina faces particular challenges in developing AI governance frameworks for 

law enforcement. The European Commission's 2025 Report identifies the country at an early 

stage of  preparation in fighting serious organised crime, with systemic shortcomings hindering 

operational cooperation and investigative capacity: fragmented criminal legislation across entities, 

poor institutional coordination, and insufficient resources. Police legislation requires alignment 

with European standards and harmonisation, with gaps hampering operational capacities, 

accountability, and integrity. Police oversight through independent parliamentary boards needs 

strengthening.54  

Financial investigations and asset seizures remain insufficient, whilst intelligence-led policing is 

not systematically applied. Bosnia and Herzegovina needs a new serious organised crime threat 

assessment following Europol methodology and must establish state-level asset confiscation 

capacities by adopting EU-aligned legislation and designating an asset recovery office. Extended 

and third-party confiscations are rarely used; asset confiscation requires court conviction. Anti-

money laundering and terrorism financing bylaws remain unadopted. Though the Council of  

Ministers established a permanent coordination body in July 2025, the country must urgently 

address 2024 Moneyval recommendations. These institutional weaknesses create an environment 

where AI deployment could occur without adequate safeguards, oversight, or accountability.55 

However, some progress provides foundations for responsible AI adoption. Cooperation in 

serious and organised crime showed progress through joint operations tackling firearms 

trafficking, migrant smuggling, and counterfeit goods. Europol cooperation significantly 

increased in 2024: cases initiated rose to 363 from 165 in 2023 and 57 in 2022. Bosnia and 

Herzegovina increased participation in the European multidisciplinary platform against criminal 

threats and participated in seven operational task forces. This growing cooperation provides 

channels through which AI governance best practices could be transmitted and capacity building 

delivered.56  

The European Parliament's inquiry regarding AI and organised crime, and the Commission's 

response emphasising enhanced data access alongside new legal frameworks, underscores that 

governance challenges extend beyond technical standards to fundamental questions about 

security and liberty. As BiH seeks alignment with European standards and EU accession 

progress, developing appropriate AI governance frameworks represents not merely a technical 

challenge but a test of  commitment to rule of  law principles and fundamental rights protection. 

Success depends on addressing institutional weaknesses, building judicial and prosecutorial 

capacity to scrutinise AI systems and evaluate AI-derived evidence, strengthening oversight 

mechanisms, harmonising fragmented legislation, and ensuring AI deployment occurs within 

robust legal frameworks prioritising transparency, accountability, and human rights protection. 

                                                
54 European Commission, Directorate-General for Enlargement and Eastern Neighbourhood. (2025). Bosnia and 

Herzegovina 2025 Report (SWD (2025) 751 final) [PDF]. bosnia-and-herzegovina-report-2025.pdf  
55 Ibid 
56 Ibid 

https://westernbalkans-infohub.eu/wp-content/uploads/2025/11/bosnia-and-herzegovina-report-2025.pdf
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Without these foundational elements, AI risks becoming another tool exacerbating rather than 

addressing the institutional capture and coordination failures undermining Bosnia and 

Herzegovina's capacity to combat serious organised crime effectively. 

Bosnia and Herzegovina AI capacity 

Bosnia and Herzegovina's institutional reality renders comprehensive AI deployment premature. 

The European Commission's 2025 assessment identifies the country at an early stage of  

preparation in fighting serious organised crime, with fragmented criminal legislation across 

entities, poor institutional coordination, political capture of  law enforcement, and insufficient 

resources. Intelligence-led policing is not systematically applied, financial investigations remain 

insufficient, and state-level asset confiscation capacities are absent. The former Minister of  

Security's arrest for corruption and resignation exemplify governance failures, whilst the 

constitutional structure distributing law enforcement competencies across state, entity, and 

cantonal levels creates coordination challenges that would complicate any comprehensive AI 

governance framework. 

A questionnaire administered to Bosnia and Herzegovina law enforcement agencies confirm 

zero AI capacity; this questionnaire is understood to have provided the first form of  information 

available to the citizens of  Bosnia and Herzegovina regarding law enforcement using AI. 

Responses from the State Investigation and Protection Agency, Directorate for Police 

Coordination, Canton Sarajevo Police, and Brčko Police uniformly indicate no current use of  AI 

tools in organised crime investigations. It must also be noted that the Ministry of  Interior of  

Republika Srbska did not respond to the questionnaire and therefore it is unknown if  they use 

AI or not. Agencies identified the following barriers for adopting AI: 

 lack of  technical expertise and training.  

 legal uncertainty. 

 data protection concerns. 

 inadequate infrastructure.  

 integration difficulties. 

These findings demonstrate that capacity gaps extend beyond technology to fundamental 

governance weaknesses that Bosnia and Herzegovina's political structure renders difficult to 

address through state-level reforms. 

However, recent developments suggest incremental pathways. Europol cooperation significantly 

increased in 2024, with cases rising to 363 from 165 in 2023 and 57 in 2022. Participation in the 

European multidisciplinary platform against criminal threats provides channels for transmitting 

AI governance best practices. OSCE workshops on intelligence-led policing, open-source 

intelligence, and human intelligence techniques demonstrate that capacity building can occur 

through international partnerships even when domestic institutional reform remains politically 

constrained. 
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Pathways for gradual AI Introduction 

The most pragmatic pathway to AI-enabled investigative capabilities is through deepened 

Europol engagement rather than domestic development. The significant increase in cases 

submitted, rising to 363 in 2024 from 165 in 2023, demonstrates this is already operational. 

Personnel should be trained to utilise Europol's existing AI services effectively rather than 

attempting to replicate them domestically. OSCE capacity-building programmes offer a second 

pathway, functioning at agency and entity level without requiring state-level harmonisation. 

Existing workshops on intelligence-led policing and open-source intelligence should be 

expanded to include training on evaluating AI-generated outputs from international partners. 

Motivated entities should also be encouraged to fully operationalise the analytical tools already 

donated through OSCE's five-year policing project. Judicial and prosecutorial training on digital 

evidence and AI-derived intelligence is both urgent and achievable without legislative reform, 

addressing weaknesses identified in OSCE trial monitoring across the Western Balkans. These 

pathways should not be read as a permanent ceiling. As legislation harmonises and institutional 

capacity develops, more substantive domestic AI introduction becomes viable. Logical entry 

points include CCTV analytics, facial recognition in controlled settings such as border crossings, 

and AI-assisted translation, each introducible incrementally with appropriate legislative 

safeguards and without waiting for a comprehensive national strategy.  
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Conclusion 

Artificial intelligence has fundamentally altered the landscape of  organised crime and law 

enforcement alike. OCGs across the Western Balkans and beyond have adopted AI faster than 

institutions can respond, deploying large language models for fraud, voice cloning for financial 

crime, and drone technology for smuggling operations. At the same time, law enforcement 

agencies at the European level have begun harnessing AI's investigative potential through 

criminal network analysis, financial crime detection, and integrated operational platforms such as 

VALCRI, COPKIT, and CEASEFIRE. The EU AI Act provides a risk-based regulatory 

framework classifying law enforcement AI as high-risk, whilst INTERPOL and OSCE have 

developed practical toolkits and capacity-building programmes to support responsible adoption. 

The central finding across all of  this is that effectiveness depends on governance, not technology 

alone. AI amplifies the capabilities of  the institutions deploying it, for better or worse. 

In the BiH context, primary research confirms zero AI capacity across all responding law 

enforcement agencies, including SIPA, the Directorate for Police Coordination, Canton Sarajevo 

Police, and Brčko Police. This reflects institutional realities rather than a deficit requiring 

premature domestic deployment. Amid OCGs' rapid AI adoption and governance risks including 

algorithmic bias and judicial capacity gaps, effectiveness hinges on frameworks, not technology. 

The most pragmatic pathways forward prioritise deepened Europol engagement for AI access, 

expanded OSCE training on intelligence scrutiny, entity-level analytical pilots, and targeted 

judicial capacity building on digital evidence, all achievable through international cooperation 

within BiH's fragmented structures. 

This assessment should not be read as a recommendation against any domestic AI development. 

Some elements can be gradually introduced within BiH's existing structures, provided they are 

accompanied by appropriate legislation and oversight. CCTV analytics, facial recognition in 

controlled institutional settings, and AI-assisted translation into local languages represent feasible 

entry points that do not require the comprehensive institutional reform that broader AI 

deployment would demand. The most viable pathway for these introductions remains 

international cooperation, through Europol operational partnerships, OSCE capacity-building 

programmes, and alignment with EU AI Act standards, rather than unilateral domestic 

procurement. 
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